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NO.  

 

MOTION TO STAY 
SECONDARY SEARCH AND 
TO REQUIRE A TARGETED 
SEARCH OF DIGITAL 
EVIDENCE 

 

 
CLIENT, through his attorneys, moves the Court to stay the execution of the three search 

warrants issued by the Court for the search of property belonging to Mr. CLIENT. The search 

warrants were executed on the listed physical premises in November 2017, and business records, 

including digital items, were seized. This motion seeks to stay any secondary searches of the digital 

items until a targeted search within the bounds of the Fourth Amendment is devised. 
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Although this case is pre-indictment and Mr. CLIENT has yet to receive a complete copy 

of the search warrants, attachments, and affidavits supporting the warrants, fundamental Fourth 

Amendment principles would preclude an open-ended search of the digital information found on 

the many cell phones, laptops, and other electronic devices seized by the government.1 

Mr. CLIENT asks the Court to stay execution of any search of the seized digital materials to allow 

for the exchange of appropriate discovery, and to set a briefing schedule to address the issue of 

whether the search warrants should be quashed and narrowed to require a more targeted search of 

the digital materials seized.  

 “The Fourth Amendment requires that search warrants describe the place to be searched 

and items to be seized with sufficient particularity.” In the Matter of Search of Info. Associated 

With Four Redacted Gmail Accounts, No. 3:17-MC-00395, 2018 WL 1363046, at *1 (D. Or. Mar. 

16, 2018). The manifest purpose of this particularity requirement is to prevent general searches 

and for the government to clearly state what is sought. Maryland v. Garrison, 480 U.S. 79, 84 

(1987). In determining whether a search warrant is overbroad, the Ninth Circuit considers the 

following three factors: 

(1) whether probable cause exists to seize all items of a particular type described in 
the warrant, (2) whether the warrant sets out objective standards by which executing 
officers can differentiate items subject to seizure from those which are not, and (3) 
whether the government was able to describe the items more particularly in light of 
the information available to it at the time the warrant was issued. 

United States v. Vasquez, 654 F.3d 880, 884 (9th Cir. 2011) (quoting United States v. Stubbs, 873 

F.2d 210, 211 (9th Cir. 1989)); see also United States v. Hill, 459 F.3d 966, 973 (9th Cir. 2006) 

 
1 The information seized is currently undergoing a filter review for information protected 

by attorney/client privilege.  
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(describing similar factors). The level of specificity required depends on what is reasonable given 

“the circumstances of the case and the type of items involved.” Hill, 459 F.3d at 973 (quoting 

United States v. Spilotro, 800 F.2d 959, 963 (9th Cir. 1986). 

Searches and seizures of electronic devices and electronic sources “pose unique challenges 

for ‘striking the balance between the government’s interest in law enforcement and the right of 

individuals to be free from unreasonable searches and seizures.’” United States v. Schesso, 730 

F.3d 1040, 1042-43 (9th Cir. 2013) (citing United States v. Comprehensive Drug Testing, Inc. 

(CDT III), 621 F.3d 1162, 1177 (9th Cir. 2010) (en banc)). “Because electronic devices could 

contain vast quantities of intermingled information, raising the risks inherent in over-seizing data, 

[] law enforcement and judicial officers must be especially cognizant of privacy risks when 

drafting and executing search warrants for electronic evidence.” Schesso, 730 F.3d at 1042-43 

(citations omitted). Moreover, as the Supreme Court noted, “it is no exaggeration to say that many 

of the more than 90% of American adults who own a cell phone keep on their person a digital 

record of nearly every aspect of their lives—from the mundane to the intimate.” Riley v. California, 

134 S. Ct. 2473, 2490 (2014) (citing City of Ontario v. Quon, 560 U.S. 746, 760 (2010)). 

Recognizing the inherent privacy risks involved with electronic evidence, the Ninth Circuit held 

that judicial officers must exercise “great vigilance” in protecting against the government gaining 

“access to a larger pool of data that it has no probable cause to collect.” United States v. 

Comprehensive Drug Testing, Inc. (CDT II), 579 F.3d 989 (9th Cir. 2009) (en banc) (revised and 

superseded by CDT III).  

In this case, the government seized four cell phones, several electronic tablets, five laptops, 

three external hard drives, and variety of other electronic devices from Mr. CLIENT’s residence, 
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business, and storage unit. The “vast quantities of intermingled data” on these devices requires that 

the search be targeted and limited in order to avoid a violation of the particularity requirement of 

the Fourth Amendment.  See, e.g., In the Matter of Search of Info. Associated With Four Redacted 

Gmail Accounts, 2018 WL 1363046, at *2 (finding a search warrant overbroad because it required 

a provider to disclose every email in a client’s account, rather than only those emails that the 

government had probable cause to search). After a stay of the search warrants and the exchange of 

discovery, the Court should quash any overly broad search warrant and provide appropriate limits 

that “strik[e] the right balance between the government’s interest in law enforcement and the right 

of individuals to be free from unreasonable searches and seizures.” CDT III, 621 F.3d at 1177.  

Mr. CLIENT anticipates requesting the following limits, based on the relevant Ninth 

Circuit law: (1) the information search on the electronic devices should be limited by the time 

period relevant to the alleged wrongful conduct; (2) the government should be required to identify 

search terms related to the alleged wrongful conduct and to use only those terms it its search; (3) 

the government should be required to waive plain view doctrine for the search of digital or 

electronic information; and (4) the agents conducting the initial search of the data should be kept 

separate from the case agents who are part of the government’s case to avoid risks of tainting the 

prosecution team with private, non-relevant information relating to Mr. CLIENT. Without this 

level of particularity, the broad search of personal electronic information would violate the Fourth 

Amendment. 

Respectfully submitted on January 30, 2020. 
 

/s/ Lisa Hay      
Lisa Hay 
Federal Public Defender
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