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NOTICE OF MOTION TO 
COMPEL DISCOVERY 

DATE: June 27, 2018 
TIME : 9:00 a.m. 

TO: THE DISTRICT ATTORNEY OF CITY AND COUNTY OF SAN FRANCISCO, and 
17 CUSTODIAN OF PROPERTY, SAN FRANCISCO POLICE DEPARTMENT: 
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PLEASE TAKE NOTICE that on t /)I/ I! at 9:00 a.m. or as soon thereafter as 

the Court permits, defendant through counsel, will move to compel discovery 

as further set forth below. This motion is based on the attached Motion and Memorandum of Points 

22 and Authorities, the files and records in this action, and on such other evidence and argument as 
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counsel may present at the time of hearing. 

DATED: June 13, 2018 
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737 Tehama Street, No. 3 
San Francisco, Ca. 94103 
Telephone: (415) 362-6252 
Facsimile: (415) 362-6431 

Attome for Defendant 

SUPERIOR COURT OF CALIFORNIA, COUNTY OF SAN FRANCISCO 

PEOPLE OF THE STATE OF CALIFORNIA, 

Plaintiff, 

V. 

) 
) 
) 
) 
) 
) 
) 
) 

MCN 17008835 

Dept. 1� 

DATE: June 27, 2018 
TIME: 9:00 a.m. 

______ D_e _£_en_d_an_t_. ________ _,) 

DEFENDANT OTION TO COMPEL DISCOVERY 

AND SUPPORTING MEM 

The very premise of the adversary system is that no litigant is the sole arbiter of the 

outcome. With a few limited exceptions, items in the possession of one party must be shared with 

the opposing party, if need be by court order. That proposition is all the more important in a 

criminal prosecution, where the prosecutor and his/her allied law enforcement agencies commonly 

investigate the case in their sole discretion and in their sole discretion, select the charges. 

However, once the prosecutor has leveled charges against a presumptively-innocent 

individual, the veil of secrecy must be pulled aside - like the curtain in the Wizard of Oz. Here, a 

critical and material piece of the prosecutor's investigation resulted from the use of some software 

to scour, so the government claims, a computer associated with the defendant's IP address without a 
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warrant or court order. If that software is flawed - as so much software has been found over time to 

be flawed - that both the search warrant and the evidence itself is materially defective . Defense 

counsel' s informal reque sts for a copy of that software to permi t examination by a forensic expert 

have been denied. Hence, defense counsel must seek this Cowi's Order to compel a modest 

levelling of this adversary field. 

-...itr ough counsel, hereby moves for an order from this Court to compel the 

District Attorney to produce the software used , allegedly, to target, an IP address allegedl y 

associated with ~ d if the pros ecutor refuses to produce such software, for 

sanctions, including dismissal of all charges against him under authority of the Due Process Clause 

of both the United State s and California Constitutions, Brady v. Maryland (1963) 373 U.S. 83 and 

its progeny, and Penal Code§ 1054.1, subdivision (e). 

STATEMENT OF FACTS 

The operative facts are simple. 

This case involve s a peer-to-p eer sharin g network named BitTorrent. BitTorrent is a 

software program that allows individuals to share folders and files . BitTorrent is used in many areas 

and by many people for many legitimate reason s. See Deel. of Robert Young. The "value" of 

BitTorrent is that the program can quickly deliver a sought-for folder or file because slices or parts 

of a part icular folder or file are kept on many computers. Hen ce, when an individual seeks a folder 

or file from this peer-to-peer network, the folder or file is downloaded in more modest pieces or 

slices from many different computers, allowing for much faste r downloads than if the folde r or file 

was being downloaded or transferred from a single source. 

The torrent is not a file or folder in the conve ntion al sense. A torrent is a recipe to put 

together a file or folder from the diverse parts or slices he ld by many computer s. An individual 
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might have a torrent on a computer, but not the contents of the files or folders that may be 

2 assembled. In this case, it may mean a computer may have a torrent that allows the individual to 
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assemble the files or folder but in fact not have any of the files or folders or videos that may be 

contained in the files associated with the torrent. 

One way to consider the torrent system is to consider an old fashion library. The library has 

a card catalogue. A torrent is like a card in the card catalogue, which advises a visitor that the 

library has the book Justice by John Jones in the library's stacks. The card does contain that book or 

9 any excerpt from that book, only telling the visitor the book is in the library, stored on a particular 
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shelf in the library. The visitor can choose to go and find the book and examine its contents, or not. 

Only once the visitor takes that book from the library shelves and examines the book does the 

visitor come to know the book's contents. 

The prosecutor and his allied law enforcement agents alleged they trolled in a BitTorrent 

peer-to-peer network for computers at IP addresses that contained a particular torrent, a folder of 

documents/video with a particular "name," called an infohash here. The infohash is only a series of 

letters and numbers with no obvious meaning or explanation. As alleged in the affidavit for the first 

search warrant in this case: 

On Sunday, September 11th 2016, Sgt. Tiffe #833 was conducting an online 
investigation on the BitTorrent network for offenders sharing child pornography. 
She directed her investigative focus to a device at IP address  
because it was associated with a torrent with the infohash: 
4bl3c8c512b3 la48fl497551b4f664b4f6295f58. This torrent file references 101 
files, at least one of which was identified as being a file of investigative interest to 
child pornography investigations. 

Using a computer running investigative BitTorrent software, Sgt. Tiffe directly 
connected to the device at IP address  hereinafter referred to as 
"Suspect Device". The Suspect Device reported it was using BitTorrent client 
software- BitTorrent 7.0.1. 

3 



2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

On Sunday, September 11th 2016, between 20:02:56 hrs and 21:08:36 hrs, Sgt. 
Tiffe successfully completed the download of 11 file(s) that the device at IP 
address  was making available. The device at IP Address 

 was the sole candidate for each download, and as such, each file was 
downloaded directly from this IP Address. 

While the affiant then alleged this particular infohash referred to a folder with 101 files, the affiant 

was only able to download 11 files from all files offered for sharing by the unknown device at the IP 

address. In fact, the affiant could not play 8 of the 11 downloaded files. The a:ffiant alleged he 

could open 3 files and those files contained child pornography. One of those files, a video, was 

described in the affidavit as containing child pornography. (A copy of that affidavit is attached to 

this Motion.) 

If the affiant simply sought to download the specific infohash, the affiant would obtain the 

folder, if any, in slices or parts from many sources. The affiant would not be able to identify a 

source for a video or file or for any slice or part of the file ultimately downloaded. However, the 

affiant alleged the agents used a software that allowed the affiant to download from a specific IP 

address, BitTorrent Torrential Downpour. See Deel. of Robert Young. 

The a:ffiant sought a warrant to learn the information on the individual associated with that 

IP address from Comcast. In September 2016, a magistrate signed that warrant and Comcast 

20 provided the affiant with information that as the person associated with that IP 
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address. In October 2016, the affiant then sought a warrant to search and seize computers from his 

residence, and did so. The law enforcement officers seized various computers, storage devices etc. 

Forensic examination of those devices resulted in a conclusion that all but one of the devices 

had no child pornography or any related material. On one computer, the law enforcement forensic 

analysis concluded: 

I, Forensic Examiner (FE) Meghan Gwyer, was assigned the case on March 2, 2017 
and was able to complete the request with some success. No overt files containing 
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child pornography were on the laptop. I recovered 11 photographs of potential child 
pornography and erotica from unallocated space and 29 photos from the OS x4 
QuickLook5 thumbnail cache. There were 37 torrents with InfoHashes matching a 
list oflnfoHashes known to contain child pornography. (Footnotes deleted.) 

Significantly, no child pornography videos were found on the device . Indeed, the three 

5 videos, including the alleged video with child pornography detailed in the warrant affidavit, were 

6 not found in the computer seized by the law enforcement officers. 
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One key question is in this case is were those videos ever on 

retain any such file knowin g its contents. 

INFORMAL DISCOVERY REQUEST 

computer and did he 

Defense counsel in writing and orally asked the assigned prosecutor for a copy of the 

software what was allegedly used to target the IP addressed named in the warrant affidavit. He 

refused . 

S ENTITLED TO EXAMINE EVIDENCE THE PROSECUTOR AND 
ALLIED LAW ENFORCEMENT OFFICERS ARE USING TO PROSECUTE IDM 

hrough counsel, seeks for expert review and analysis: 

1) a copy of the source code for the program used to target, allegedly, his IP address; 

2) the technical specifications of that software; 

3) the network specifications, design documents, and user manuals for the version the software used 

in this investigation. 

It is well settled that a defendant's right to discovery is founded on the constitutional right to 

a fair trial and due process oflaw. (Brady v. Maryland (1963) 373 U.S . 83, 87; Giglio v. United 

States (1972) 405 U.S. 150; Pitchess v. Superior Court (1974) 1 l .Cal.3d 531, 535.) Under Brady 

and its progeny, the prosecutor is bound to disclose to the defendant all information and records that 

may be exculpatory as to guilt or sentencing, even in the absence of a defense request for such 
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material. (United States v. Agurs (1976) 427 U.S. 97, 112-113.) As the California Supreme Court 

explained, 

the prosecution's duty to disclose extends to all evidence that reasonably appears 
favorable to the accused, not merely to evidence which appears likely to affect the 
verdict. (People v. Morris (1988) 46 Cal.3d 1, 30 fu. 14. Accord Hill v. Superior 
Court (1974) 10 Cal.3d 812, 816; People v. Santos (1994) 30 Cal.App.4th 169, 178-
179.) 

Indeed, the California Supreme Court has repeatedly held that 

in a criminal prosecution, an accused is generally entitled to discover all relevant and 
material information ... that will assist him in the preparation and presentation of 
his defense. [Citations] (Murgia v. Municipal Court (1975) 15 Cal.3d 286,293. 
Accord People v. Mooe (2001) 26 Cal.4th 1216, 1227.) 

The right to discovery extends to information regarding the credibility of the prosecution's 

witnesses. (City of Los Angeles v. Superior Court (2002) 29 Cal.4th 1, 124.) The Due Process 

Clause compels disclosure of "evidence which serves to impeach [a] witness' testimony." (People 

v. Little (1997) 59 Cal.App.4th 426, 433. See Giglio v. United States, supra, 405 U.S. 150.) Thus, 

the prosecutor's duty to provide exculpatory evidence includes not only material that may support a 

defense or defendant's claims, but also material that impeaches any of the prosecutor's evidence 

and/or witnesses. (People v. Superior Court (Barrett) (2000) 80 Cal.App.4th 1305.) 

While the prosecutor- and his/her handmaiden, the relevant police department(s) and its 

officers - need not disclose documents prior to the filing of criminal charges, the cloak of secrecy 

must be abandoned once a criminal charge is filed against a defendant. In a felony prosecution, a 

defendant is entitled to contest the legality and legitimacy of a prosecution, in the first instance, at 

the preliminary hearing. To do so, the defendant's counsel is entitled to secure from the 

prosecutor, or in some cases a court, a wide-range of information and documents. 

For example, in People v. Galindo (2010) 50 Cal.4th 1 the Supreme Court held that the 

defense is entitled secure any relevant citizen complaints against police officers under Pitchess v. 
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Superior Court (1974) 11 Cal.3d 531 prior to a preliminary hearing. The rationale is plain: police 

officers commonly testify at a preliminary hearing. The discovery secured through a Pitchess 

motion may be used to impeach the credibility of a police witness and/or to provide an affirmative 

defense. A few years later, the Court of Appeal held in People v. Gutierrez (2013) 214 

Cal.App.4th 343 that the prosecution has a duty to provide all exculpatory evidence to defense 

counsel prior to a preliminary hearing. The failure to do so may result in a dismissal of the 

charges. 

In Magallan v. Superior Court (2011) 192 Cal.App.4th 1444, defense counsel indicated that 

he would file a motion to suppress evidence at the preliminary hearing. Prior to the hearing, 

defense moved to obtain information - relevant police broadcasts - that defense counsel might find 

contained information that could be used to challenge the warrantless search related to Magallan 

["use a dispatch tape to impeach an officer's testimony at the hearing regarding the circumstances 

of a search," 192 Cal.App.4 th at 1463]. The magistrate ordered the discovery requested. 

On the prosecutor's request for review, the Court of Appeal held a defendant was entitled 

to discovery prior to the preliminary hearing in order to properly prepare to litigate a motion to 

suppress pursuant to Penal Code§ 1538.5. (192 Cal.App.4 th at 1462.) The Court held the 

California Due Process Clause entitled the defense to a full and fair opportunity to litigate the 

legality of the suppression motion, and that right, in turn, entitles the defense to discovery in order 

to fully and fairly litigate that motion. 

A defendant seeks to vindicate his substantive right under the United States 
Constitution's Fourth Amendment at a suppression hearing by demonstrating that 
the evidence at issue was obtained in violation of the Fourth Amendment. The 
defendant's procedural due process right under the California Constitution entitles 
him to a full and fair opportunity to make that demonstration at the suppression 
hearing. The issue before us is whether, when a defendant shows that he needs 
discovery in order to have a full and fair opportunity to litigate his suppression 
motion at the preliminary examination, the magistrate nevertheless lacks the power 
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to grant such discovery. This issue clearly involves the defendant's procedural due 
process right to a full and fair suppression hearing. (192 Cal.App.4th at 1463, 
citations omitted, emphasis in original.) 

The Court of Appeal affirmed the magistrate's discovery order. 

In Magallan, the search to be challenged had not been conducted pursuant to a search 

warrant. Hence, the defendant did not seek information and records expressly listed in, or related 

to, a warrant affidavit because the search was conducted without a warrant. Nevertheless, the 

Court held he was entitled to the records and documents sought before the preliminary hearing. If 

defense counsel may move to discover records or information that may be used to argue a violation 

of a defendant's Fourth Amendment rights related to a warrantless detention or search or arrest, or 

to challenge an officer's account regarding the legality of a warrantless search or arrest, a fortiori, a 

defendant is entitled to discovery of records and information upon which an affiant expressly relied 

to obtain a search warrant. The connection between the material sought and the challenged search 

is all the closer. 

The principles adopted in Magallan were reaffirmed in People v. Gutierrez (2013) 214 

Cal.App.4th 343. Gutierrez held the failure to provide necessary discovery prior to a preliminary 

hearing - in that case, Brady material - was properly sanctioned by dismissing the pending 

charges. In Bridgeforth v. Superior Court (2013) 214 Cal.App.4th 1074, 1087, the Court of Appeal 

re-affirmed the prosecutor had a duty mandated by the Due Process Clause to provide each 

defendant any exculpatory impeachment material prior to the preliminary hearing. 

Finally, "the right to effective assistance of counsel, as guaranteed by the Sixth 

Amendment to the federal Constitution, applies not only to trial but also to the preliminary hearing, 

which the high court has described as a "critical stage" in a criminal proceeding." (Galindo v. 

Superior Court, supra, 50 Cal.4th at 9.) Counsel cannot provide effective counsel at a preliminary 
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hearing if the prosecutor fails or refuses to provide documents or other records and information 

2 material to the charges or to the credibility oflive or hearsay witnesses. And providing records or 
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information on the very eve of the hearing is insufficient as "the defense then needs time to locate, 

interview, and obtain the in-court presence" of relevant witnesses and/or other evidence. @., at 

12.) 

The prosecutor is not only responsible to disclose any reports, information, etc. within the 

prosecutor's actual custody or control, but is also responsible to provide any such material in the 

actual or constructive possession of any related law enforcement agency. (Kyles v. Whitley (1995) 

514 U.S. 419, 437-438; United States v. Zuno-Arce (9th Cir. 1995) 44 F.3d 1470.) As the Supreme 

Court made plain in Kyles, that duty extends not only to material known to the prosecutor or within 

the actual control of the prosecutor's office, but to any information or records in the possession of, 

or known to, any law enforcement agency involved in the investigation and/or prosecution of the 

defendant. "The prosecution team includes both investigative and prosecutorial agencies and 

personnel." (People v. Superior Court (Barrett), supra, 80 Cal.App.4th at 1315.) The prosecutor 

has a constitutional duty to seek out and provide such material. As the Court of Appeals recently 

summarized the prosecutor's duty, 

"The Brady disclosure obligation encompasses both impeachment and exculpatory 
evidence, and exist regardless of whether the defendant makes a specific request for 
the information. [Citations.] 'The scope of this disclosure obligation extends beyond 
the contents of the prosecutor's case file and encompasses the duty to ascertain as 
well as divulge "any favorable evidence known to the others acting on the 
government's behalf," including the police. [Citations.]" (People v. Gutierrez (2003) 
112 Cal.App.4th 1463, 1471-1472.) 

For example, in In re Brown (1998) 17 Cal.4th 873, the defense challenged the prosecutor's 

failure to provide the defense with a sheriffs lab test result, even though the result had never been 
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provided by the lab to the district attorney prior to trial. The Supreme Court reviewed the applicable 

standards: 

Pursuant to Brady, the prosecution must disclose material exculpatory evidence whether the 

defendant makes a specific request (ig at p. 87), a general request or none at all (United States v. 

Agurs (1976) 427 U.S. 97, 107.) The scope of this disclosure obligation extends beyond the 

contents of the prosecutor's case file and encompasses the duty to ascertain as well divulge "any 

favorable evidence known to the others acting on the government's behalf." (Kyles, supra, 514 U.S. 

at p. 437.) Courts have consistently "declined 'to draw a distinction between different agencies 

under the same government, focusing instead upon the "prosecution team" which include both 

investigative and prosecutorial personal."' [Cit.] "A contrary holding would enable the prosecutor 

'to avoid disclosure of evidence by the simple expedient of leaving relevant evidence to report in the 

hands of another agency while utilizing this access to it in preparing his case for trial."' [Cit.] ... 

As a concomitant of this duty, any favorable evidence known to the others acting on the 

government's behalf is imputed to the prosecution. "The individual prosecutor is presumed to have 

knowledge of all information gathered in connection with the government's investigation." [Cit.]. 

Brown held that the prosecutor violated Brady when it failed to turn over a preliminary 

screening test of defendant's blood, even though the lab provided the final test report to the 

defendant, and even though the prosecutor concededly did not know that a screening test had been 

done. It is telling that Brown reversed a conviction in a death penalty case based on this error, even 

though the neglected lab report recounted the possible presence of a drug upon which the defendant 

did not base its defense. 

Finally, the prosecution and its allied law enforcement agencies may not avoid a defendant's 

due process and statutory right to such discovery by failing- intentionally or otherwise - to obtain 
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and retain available discoverable information. If there is discoverable information that is reasonably 

available to the prosecution or allied law enforcement officers, the prosecution has a duty, 

enforceable by this Court, to obtain that information. (United States v. Hanna (9th Cir. 1995) 55 

F.3d 1456.) The prosecution is no less in possession of that exculpatory material because that 

material is "stored" in the memory of one or more law enforcement officers or agents. 

Kyles v. Whitley defines a prosecutor's duties in broad circumstances. 

For example, in United States v. Brooks (D.C. Cir 1992) 966 F.2d 1500, an Assistant United 

States Attorney prosecuted the defendant for drug offenses. The principal witnesses against Brooks 

were two police officers with the Metropolitan Police Department. Prior to the defendant's second 

trial (the trial court granted a new trial motion), defense counsel sought access to police department 

internal files on those local police officers that may relate to their credibility. While this decision 

preceded Kyles, the federal Court of Appeals held that the federal prosecutor had a duty to obtain 

and review the files, including the internal affairs files, of the local police department, as those 

records may reflect on the credibility of prosecution witnesses. Since there was a "close working 

relationship" between the law enforcement agency and the prosecutor's officer, the duty to search 

and obtain applied. ®·, at 1503.) The subsequent adoption of the same conclusion in Kyles by the 

United States Supreme Court only reinforces this decision. 1 

Brooks was reaffirmed after the issuance of Kyles in In re Sealed Case No. 99-3096 (Brady 

Obligations) (D.C. Cir 1999) 185 F.3d 887. There, an informant provided information that led to a 

search warrant of the defendant's home, and the recovery of guns. The defendant was charged in 

federal court with possession of the firearms recovered. Prior to trial, one Thomas Jones contacted 

the defense attorney and revealed 1) he was the informant, 2) he had planted the guns recovered in 
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defendant's home, and 3) he did so to work off a case being prosecuted in state (superior) court. 

2 The defense attorney intended to call Jones to testify at trial that his client was innocent. 
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Defense counsel requested from the federal prosecutor all cooperation agreements with 

regard to any state cases, which were sealed. The federal prosecutor claimed he did not have them 

or any access to them. Jones became a hostile witness at trial, and testified that the guns belonged to 

the defendant. Even then, the trial court refused to order the federal prosecutor to provide the 

agreements from ''the sealed records from the Superior Court." The prosecutor claimed there was 

no agreement with Jones in the defendant's case, but acknowledged there may be other agreements 

with Jones. He denied possession of any of those agreements, and argued he had no duty to provide 

information for a defense witness. @., at 891.) 

The Court of Appeals reversed and remanded. The Court first explained that it was of no 

moment that the cooperation agreements may have been negotiated by the police and not by the 

federal prosecutor. @., at 891, fn. 2, citing Brooks.) The Court further noted that the prosecutor's 

Brady duty includes the duty to search for and disclose Brady material. That duty applied here to 

Jones to secure information that may impeach him even though he was called as defense witness as 

the defense anticipated that Jones would assist the defense (in fact, Jones claimed he lied to defense 

counsel and the guns belonged to the defendant). @., at 892-893.) The information regarding the 

cooperation agreements would also have supported the defense contention that Jones had a motive 

to plant evidence on the defendant. The Court held it made no difference that the cooperation 

agreements were in the possession of the local police agency or the FBI or DEA, rather than the 

U.S. Attorney's office-regardless of who had the agreements, the prosecutor was bound to get 

them. 

1 Brooks was cited with approval by the California Supreme Court in In re Brown, supra, 17 
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In United States v. Wood (9th Cir. 1995) 57 F.3d 733, a federal prosecutor charged the 

defendant with distribution of drugs, specifically GHB. The Court of Appeals held that the 

prosecutor had a duty to review and disclose certain investigational new drug applications submitted 

by third parties to the federal Food and Drug Administration that might relate to the safety of GHB, 

which would in turn relate the government's claim that GHB was a prohibited drug, even though the 

FDA was not the agency prosecuting the case or its agents the investigating officers. The duty, the 

Court explained, arose from the government prosecuting a person while in possession of evidence 

that may exonerate him, a duty rooted in the Due Process Clause as explicated in Brady v. 

Maryland. (Id., at 737.) That the prosecutor did not know about these applications and their 

contents was of no moment. "The government cannot with its right hand say it has nothing of value 

while its left hand held what is of value." 

In United States v. Deutsch (5th Cir. 1973) 475 f.2d 55, disapproved on other grounds, 

United States v. Henry (5th Cir. 1984) 749 F.2d 203,206 [regarding entrapment], the defendant was 

charged, and convicted of trying to bribe a U.S. postal employee, Morrison. Morrison was a key 

witness at trial. The prosecutor refused to provide the defense with Morrison's Postal Department 

personnel file, which the defense sought to secure impeachment material under Brady. The 

prosecutor asserted he did not have the file. The trial court noted that the Postal Service was not an 

arm of the prosecution. 

The Court of Appeal concluded that fact that the Postal Service was independent of the 

prosecutor did not matter. 

The government cannot compartmentalize the Department of Justice and permit it to 
bring a charge affecting a government employee in the Post Office and use him as its 
principal witness, but deny having access to the Post Office files .... [T]here is no 
suggestion in Brady that different "arms" of the government, particularly when so 

Cal.4 th at 879, fn. 3. 
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closely connected as this one for the purposes of this case, are severable entities. @., 
at 57.) 

The Court remanded the case to the trial court for the prosecution to present the entire personnel file 

for review by the trial judge to determine if the file contained any information "that would have 

afforded useful cross-examination." If so, a new trial was required. @., at 58. Accord United 

States v. Burnside (N.D.Ill. 1993) 824 F.Supp. 1215, 1254 [following Deutsch, court held that even 

assuming the federal prosecutor and the agents did not know that two of the main cooperating, 

prosecution witnesses continued to use and test positive for drugs while in the local detention 

facility, the prosecutor had a duty under Brady to discover and disclose that information from the 

warden of that jail or his employees; the failure to do so required new trial].) 

In People v. Robinson (1995) 31 Cal.App.4 th 494, one of the individuals responding to a 

house fire was an arson investigator working for the Fire Department. He spoke to several 

witnesses while at the scene, but the prosecutor did not disclose to the defense the names of the 

witnesses to whom this Fire Department employee spoke. In the midst of trial, the prosecutor 

disclosed an interview report that disclosed one of the witnesses (Dukes), who by then had moved 

out of state. Defense counsel was not able to subpoena Dukes as a witness at the trial and Dukes did 

not testify. Robinson was convicted of arson. 

The Court of Appeal reiterated that the prosecutor's duty of disclosure extends beyond 

information in his possession to information possessed by other agencies "to which he has 

reasonable access." @., at 499.) Citing prior California decisions, the Court explained the duty 

extended to "information in the possession of all agencies (to which the prosecution has access) that 

are part of the criminal justice system." (Thig.) Further, where the information relates to an 

eyewitness to the crime, "what must be disclosed is not just the witness' identify, 'but all pertinent 
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information that might assist the defense to locate him."' (Ibid.) Based on the prosecutor's failure 

to disclose Dukes' identity in a timely manner, the Court of Appeal ordered a new trial. 

The principles adopted by these decisions are clear. It is of no moment that the information 

or documents sought by the defense are not known to the individual prosecutor or the entire 

prosecutorial agency or department prosecuting the defendant. Rather, the focus is on whether the 

entity possessing the information or document is a government agency and/or that agents of that 

entity are in any way involved in the prosecution of the defendant, or "is part of the criminal justice 

system," [Robinson] or that agency is "closely connected with" the prosecutor or his agents 

[Deutsch]. The prosecutor may not draw arbitrary lines around the prosecutor's office or any other 

agency to include or exclude individuals or agencies as he sees fit. To the contrary, the duty to 

obtain and disclose is broadly read and broadly enforced. The defendant need not show that the 

failure to provide information was done either deliberately or negligently (as the Opposition at page 

6 suggests). Even the completely unintentional failure to provide information violates due process, 

as Kyles and its progeny make clear. 

Applying these cases and legal principles to this case, San Francisco Police officers were the 

investigating officers in this prosecution. Any information, thing, or evidence known to any San 

Francisco Police Officer or accessible to them is accessible to the prosecution is deemed 

constructively in the possession of the prosecutor. This clearly includes the software used to gather, 

allegedly, files from a specific IP address. 

If this case involved an assault with a knife, and the prosecutor alleged a police lab had 

confirmed the knife contained the victim's and defendant's blood, the defense could unquestionably 

demand an independent examination of the knife and the laboratory equipment used to produce the 
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2 prosecutor 's evidence, a challenge that may take several forms. 
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Here, the issue is the accuracy and reliability of the software or source code allegedly used 

to search, remotely, an IP address associated with There is little doubt that 

computer software- source code - is not immune to errors, even by well-intended, thoughtful 

software designers and programmers. Even if this source code had been deemed reliable, even 

infallib le, if the prosecution uses or relies on evidence from the use of this software, the defendant is 

entitled to review and challenge/confront its accuracy in this case . 

Even allegedly reliable software may not be reliable . 

For example, just a month ago, a published paper called into serious question the accuracy 

of a device widely-used across the United States to test a suspect's breath for alcohol. The 

manufacturer had fought to prevent independent testing, confidently claiming the machines -

Draeger Alco test 9510 - were perfect. Not so. AB the article by \Vb.itaker, Zack entitled 

"Researchers say a Breathalyzer has Flaws, Casting Doubt on Countless Convictions" 2 outlines, 

testing by defense experts documented errors that inflated the alcohol test results: 

The two experts wrote in a preliminary report that they found flaws capable of 
producing incorrect breath test results. The defense hailed the results as a 
breakthrough, believing the findings could cast doubt on countless drunk-driving 
prosecutions. 

[T]the report said that under some conditions the breathalyzer can return an inflated 
reading -- a result that could also push a person over the legal limit. 

The decision of the New Jersey Supreme Court in State v. Chun (2008) 194 N.J . 54, 943 

A.2d 114, 120 is similarly informative. There, the state sought confirmation of the reliability of 

Draeger' s Alcotest 7110 MKIII-C breath testing machine, then in widespread use in New Jersey in 

2 https ://www .zdnet.com/article/draeger-breathalyzer -breath-test-convictions/. 

16 



2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

DUI prosecutions. Draeger, of course, argued the machine was accurate and reliable. 3 

Nevertheless, the courts ordered Draeger to provide the source code to the challenging defense 

attorneys and their experts. While the Court rejected most of the challenges to the machine, the 

Supreme Court found some changes were mandated if the machine was to be considered reliable: 

Following our order remanding the matter for further analysis of the issues by means 
of ;he source code evaluation by the two independent testing entities ... the Special 
Master found that a mathematical algorithm that corrects for fuel cell drift did not 
undermine the reliability of the results, but he recommended that the machines be 
recalibrated every six months rather than annually to afford more regular 
opportunities to replace aging fuel cells; he found that a specific buffer overflow 
error should be corrected in future versions of the software and recommended that in 
all pending matters in which a third test was performed, that the AIR be excluded or 
recalculated according to a corrective formula, described in the record as the Shaffer 
formula .... (943 A.2d at 133-134.)4 

"There is no doubt in the record that the Firmware version 3.11 source code includes an error, which 

may cause the BAC to be incorrectly reported in cases when a third breath sample has been taken." 

(943 A.2d at 158.) In sum, the source code for that computer required modifications if that breath

testing computer was to be deemed reliable. 

Machine, including computers, and men/women make errors. 

The operative facts here are strikingly like the facts in United States v. Budziak (9th Cir. 

2012) 697 F.3d 1105. Budziak was charged with possession and distribution of child pornography. 

Those charges arose from federal agents downloading alleged child pornography from the IP 

address registered to Budziak. The federal agents used a computer program called EP2P, an 

enhanced version of Lime Wire, a publicly available peer-to-peer network. Like BitTorrent in issue 

3 "The State seeks in this proceeding to establish that the Alcotest is scientifically reliable to 
measure defendants' blood alcohol levels." (943 A.2d at 126.) 
4 "Draeger's programmer, Shaffer . . . acknowledged and explained the buffer overflow defect, 
admitting that he was responsible for the inclusion of this error in the code." (943 A.2d at 157.) 
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in this case, Lime Wire allows users to share files. The enhanced EP2P software allowed federal 

agents to examine files on a targeted user's computer. The Court of Appeals explained: 

[w]hile the publicly available version of Lime Wire typically downloads files by 
piecing together file fragments from multiple users, the enhanced EP2P software 
purportedly allows the FBI to download complete files from a single user. (697 F.3d 
at 1107.) 

Based on the alleged child pornography recovered through EP2P, the agents secured a 

search warrant for Budziak's computer. A forensic search of that computer uncovered additional 

alleged child pornography. All the material seized was presented to the jurors at trial, leading to the 

defendant's conviction. 

Prior to trial, Budziak unsuccessfully moved to secure a copy of the EP2P software and its 

technical specifications for independent review. On appeal, the Court of Appeals held the trial court 

abused its discretion in denying discovery of the government's propriety software. The Court 

explained that a defendant, like a defendant in the California criminal courts, had a right to inspect 

documents, records and other items material to the defense in the possession of the prosecutor or its 

agents, including law enforcement officers. ®·, at 1111.) Once the defendant had articulated his 

theory of relevance and materiality, the prosecutor was bound to provide the discovery. And 

Budziak did so -- Budziak' s attorney explained that the agents may have only downloaded 

fragments or parts of the subject child pornography videos from in complete files from his client's 

computer, making it more likely that Budziak did not knowingly possess or distribute child 

pornography. 

Hence, the Court of Appeals found 1) the government possessed modified software that was 

used in its investigation, 2) the software was the subject of testimony at trial on the images allegedly 

seized from Budziak's computer, and 3) and the software was used to collect images/videos that 
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were used to secure the search warrant and then the images and process presented in trial. Given 

that, the Court held Budziak was clearly entitled to discovery. 

In United States v. Cedano-Arellano, 332 F.3d 568 (9th Cir. 2003), we held that the 
defendant was entitled to discovery on the narcotics detector dog that "alerted" on 
his gas tank, [ cit.], because materials on the dog's qualifications "were crucial to his 
ability to assess the dog's reliability, a very important issue in his defense, and to 
conduct an effective cross-examination of the dog's handler. Cit. Similarly, access to 
the EP2P software was crucial to Budziak's ability to assess the program and the 
testimony of the FBI agents who used it to build the case against him. Like the 
competency of the drug-sniffing dog in Cedano-Arellano, the functions of the EP2P 
software constituted a "very important issue" for Budziak's defense. Given that the 
distribution charge against Budziak was premised on the FBI's use of the EP2P 
program to download files from him, it is logical to conclude that the functions of 
the program were relevant to his defense. (697 F.3d at 1112.) 

The Court reversed and remanded the case to the trial court. 

A similar outcome was reached by the Minnesota Supreme Court in State v. Underdahl 

(Minn. 2009) 767 N.W.2d 677. There, two defendants sought the source code for the Intoxilyzer 

machine widely in use in Minnesota. The first defendant offered no analysis or reason the source 

code would assist the defense; the Supreme Court affirmed the denial of discovery to that defendant. 

By contrast, a second defendant submitted the New Jersey Supreme Court decision in Chun, 

discussed above where source code errors were found, and a declaration by a defense expert that a 

source code analysis might be useful. That was sufficient to order production of the computer 

source code: 

Brunner submitted source code definitions, written testimony of a computer science 
professor that explained issues surrounding the source codes and their disclosure, 
and an example of a breath-test machine analysis and its potential defects [Chun]. 
Brunner's submissions show that an analysis of the source code may reveal 
deficiencies that could challenge the reliability of the Intoxilyzer and, in tum, would 
relate to Brunner's guilt or innocence. Therefore, we hold that the district court in 
Brunner's case did not abuse its discretion in concluding that the source code may 
relate to his guilt or innocence. (767 N.W.2d at 686, emphasis added.) 

As the United States Court of Appeals for the Second Circuit observed nearly 50 years ago, 
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[i]t is quite incomprehensible that the prosecution should tender a witness to state the 
results of a computer's operations without having the program available for defense 
scrutiny and use on cross-examination if desired. (United States v. Dioguardi (2d 
Cir. 1970) 428 F.2d 1033, 1038.) 

California law has long-entitled a defendant to examine any object in the possession of the 

prosecutor or allied law enforcement agencies, copies of all documents, notes etc. related to the 

testing or examination of any evidence, and to subject any such object to testing and review. (E.g., 

Norton v. Superior Court (1959) 173 Cal.App.3d 133; Schindler v. Superior Court (1958) 161 

Cal.App.2d 513; Walker v. Superior Court (1957) 155 Cal.App.2d 134. See People v. Rutherford 

(1975) 14 Cal.3d 399; People v. Riser (1956) 47 Cal.2d 566. Accord Penal Code§ 1054.1.) 

The prosecutor 's reports clearly put the reliability of the agents' remote examination of the 

device at the targeted IP address in issue in this case in several ways. 

First, the affiant's claim that agents obtained from a "sole candidate" - the device/computer 

at the specified IP address - was central to securing the warrant. If the alleged pornography had 

come in slices from many computers, with no ability to say which slice/part came from any one 

computer, no reasonable magistrate could conclude the computer targeted in the warrant affidavit 

contained contraband and thus no reason magistrate would have issued a search warrant. - is 

entitled to challenge the warrant on the basis that the affiant's statements were inaccurate. 

Second, the "fact" that agents downloaded three videos of alleged child pornography, one of 

which was described in the affidavit, is likely to be offered as evidence in the preliminary hearing 

and trial in this case. That is all the more likely as the government's own forensic examination of 

the computer seized from - ound no videos of child pornography. The only "complete" 

video is the one allegedly obtained from the sole candidate. 

This case presents a very, very unusual case. The computer seized related to the targeted IP 

address contained on videos of child pornography. None. The videos the affiant claimed were 
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recovered remotely from that IP address were not on the computer. That fact alone calls into 

2 question whether those videos were ever on the computer. The limited material "related" to child 

3 pornography that the prosecutor's forens ic expert claimed were recovered from the computer linked 
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to ould have been pla ced there without owledge or awareness. 

To deny ~ ounsel and exp ert a fair opportunity to examine the software - source 

code and ancillary documents - is to deny him bis right to confront and cross-examine the state's 

evidence against him and to defend himself , fundamental rights to all accused. This Court must 

order disclosure. 

DATED: June 13, 2018 
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DECLARATIO N OF ROBERT YOUNG 

I, Robert Young, declare: 

I have worked as a forensic software analyst for over 30 years, specializing in the 
preservation and analysis of computer-related evidence. Since 1990, I have been the president of 
the Ability Systems Corporation, a firm that provides computer forensic services. I have 
extensive experience in the forensic analysis of software and specialize in the analysis of 
personal computers, mobile devices and Internet-related evidence. I have testified about my 
analysis numerous times in federal and state courts. A copy of my Curriculum Vitae listing my 
experience, publications and testimony is attached to this declaration as Exhibit 1. 

T was retained by Scott A. Sugarman, Sugarman & Cannon, to provide advice and 
I s · s · n connection with the charges filed in the San Francisco Superior Court against 

I have reviewed all relevant evidence provided by the prosecutor, including pol~ 
p , or~ eports and a forensic copy of the hard drive from a computer allege dly 

seized fro~ esidence. 

I am familiar with the BitTorrent file sharing system . 

A "torrent" is a set of one or more files (such as music files , pictures and videos) that are 
being shared using the BitTorrent system. The files to be shared are divided up into many 
smaller pieces, and the BitTorrent software locates and downloads each of these pieces from as 
many other computers as it can find to obtain and assemble all of the parts needed to create a 
complete copy . During this gathering process, the BitTorrent software automatically shares each 
piece it receives with other computers - even before the user running the software has a complete 
copy and even before the user has the ability to view the contents of a file to determine whether 
or not the file contains the contents that were expected. 

The initial search warrant affidavit regarding Mr. rovides in part: 

On Sunday, September 11th 20 16, Sgt. Tiffe #833 was conducting an 
online investigation on the BitTorrent network for offenders sharing child 
pornography. She directed her investigative focus to a device at IP address 

, because it was associated with a torrent with the infohash: 
4b13c8c512b31a48fl497551b4f664b4f6295f58. This torrent file 
references 101 files, at least one of which was identified as being a file of 
investigative interest to child pornography investigations. 
See Bates DUP-000034, 3rd para. 

The prosecutor did not provide any evidence that the affiant knew the computer at the IP 
address identified in the warrant affidavit contained or was sharing any of the pieces of the 
torrent that actually contained child porno graphy, nor does the prosecutor provide any evidence 
that the affiant knew the computer had enough of the piec es of the "101 files" on the torrent to 
view any of them. 



Even if a user intentionally clicks on a link to start a torrent download, and even if that 
user knew the torrent contained multiple files, the user would not necessarily know the actual 
contents of the torrent. The link which the user used, or information associated with that link, 
may have advised a prospective user regarding the contents of some or all of the infohash files or 
communicated no meaningful information about the contents of the files in that torrent . That is, 
the person downloading that torrent may in fact have not known the contents of the files 1) until 
the torrent was entirely downloaded, and 2) the user then opened the particular file(s) . The link 
may have only referenced "see great material here" or a similar innocuous reference . 

I have examined the forensic copy of the hard drive of a computer reportedly seized from 
nd can find no evidence of the link that was selected to start the download of the 

torrent identified by the government, or what information was displayed to the user before the 
link was selected . 

The search warrant affidavit further provided: 

Using a computer running investigative BitTorrent software, Sgt. Tiffe 
directly connected to the device at IP address , hereinafter 
referred to as "Suspect Device" . The Suspect Device reported it was using 
BitTorrent client software - BitTorrent 7 .0.1. 

On Sunday, September 11th 2016, between 20:02:56 hrs and 21:08:36 hrs, 
Sgt. Tiffe successfully completed the download of 11 file(s) that the 
device at IP address  was making available. The device at IP 
Address 50.168 .9.100 was the sole candidate for each download, and as 
such, each files [sic] was downloaded directly from this IP Address. 
See Bates DUP-000034, 4th and 5th paras . 

The materials provided separately by the prosecutor identified the "investigative 
software" used was a program named "Torrential Downpour version 1.22." Torrential Downpour 
is only available to law enforcement. I am aware of no report or information showing any 
independent (i.e., non-law enforcement and non-vendor) testing or certification of the software. 

As stated earlier, the BitTorrent system is designed to use multiple sources when 
obtaining pieces of a torrent, so the Torrential Downpour software - which is allegedly intended 
to obtain pieces from a sing le IP address - is not mere ly a copy of the widely available, widely 
used and freely examined public BitTorrent software . In addition, Torrential Downpour software 
contains code that produces log files that are not available in the public BitTorrent software. 
Finally, since the BitTorrent system is also designed to "throttle" computers that download but 
do not share pieces 1, the Torrential Downpour software is dramatically different from the 
publicly available BitTorrent software (assuming that the Government is not distributing files as 
part of their investigation). 

1 This is referred to as "choking" in the BitTorrent Protoco l specification. See BitTorrent 
Protocol 2017-02-04, attached as Exhibit 2. 
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The significance of the differences between the functions in the publicly-available and 
well-reviewed code of the BitTorrent system and the customized, human-written private source 
code of the Torrential Downpour software mean that the amount of new code needed to perform 
these functions is substantial and as such, could contain numerous unintended errors. 

Because of these extensive differences, it is critical the Torrential Downpour program be 
made available for independent testing, and the source code for the Torrential Downpour 
software be made available for third-party examination to identify any flaws in the instructions 
that would cause errors or false reporting. Without such independent examination, there is no 
basis for any confidence that the software functioned as the police officers intended it to function 
or that the results the police relied on were accurate. 

The warrant affidavit asserts that "[t]he device at IP Address  was the sole 
candidate for each download" and that representation was material in securing the warrant 
sought by the affiant. If a review of the heretofore unexamined and untested source code for 
Torrential Downpour revealed errors in its targeting of a device at a particular IP address, the 

. affiant's statement would either be incomplete or inaccurate. That is, if the download came from 
two or more computers, not from a single source, the magistrate who was presented the affidavit 
would have to decide whether that new information undermined probable cause for the warrant. 
Information on the accuracy and completeness of the source code would be material to a 
defendant's Motion to Suppress Evidence and/or Motion to Traverse the Search Warrant. 

Further, if the video described in the affidavit could have come from more than one 
device, any proffered trial testimony that the video allegedly downloaded and seized from the 
specified IP address in September 2016 would be subject to challenge on the ground that the 
software used did not unerringly identify the source of the downloaded video. 

I declare under penalty of perjury the foregoing is true and correct. Executed on June 
13th, 2018 in Hillsboro, Oregon. 

/ 
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Bit Torrent. org 
Home For Users For Developers Developer mailing list Forums (archive) 

BEP: 3 

Title: The BitTorrent Protocol Specification 

Version: 0e08ddf84d8d3bf101 cdf897fc312f2774588c9e 

Last-
Modified: Sat Feb 4 12:58:40 2017 +0100 

Author: Bram Cohen <bram@bittorrent.com> 

Status: Final 

Type: Standard 

Created: 10-Jan-2008 

Post
History: 

24-Jun-2009 (arvid@bittorrent.com), clarified the encoding of strings in torrent files. 20-0ct-2012 
(arvid@bittorrent.com), clarified that info-hash is the digest of en bencoding found in .torrent file. 
Introduced some references to new BEPs and cleaned up formatting. 11-0ct-2013 (arvid@bittorrent.com), 
correct the accepted and de-facto sizes for request messages 04-Feb-2017 (the8472.bep@infinite
source.de), further info-hash clarifications, added resources for new implementors 

BitTorrent is a protocol for distributing files. It identifies content by URL and is designed to integrate seamlessly with 

the web. Its advantage over plain HTTP is that when multiple downloads of the same file happen concurrently, the 

down loaders upload to each other, making it possible for the file source to support very large numbers of down loaders 

with only a modest increase in its load. 

A BitTorrent file distribution consists of these entities: 
• An ordinary web server 

• A static 'metainfo' file 

• A BitTorrent tracker 

• An 'original' downloader 

• The end user web browsers 

• The end user downloaders 

There are ideally many end users for a single file. 

To start serving, a host goes through the following steps: 
1. Start running a tracker (or, more likely, have one running already). 

2. Start running an ordinary web server, such as apache, or have one already. 

http://www.bittorrent.org/beps/bep _ 0003 .html 6/20/2017 
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3. Associate the extension .torrent with mimetype application/x-bittorrent on their web server (or have done so 
already). 

4. Generate a metainfo (.torrent) file using the complete file to be served and the URL of the tracker. 

5. Put the metainfo file on the web server. 

6. Link to the metainfo (.torrent) file from some other web page. 

7. Start a downloader which already has the complete file (the 'origin'). 

To start downloading, a user does the following: 
1. Install BitTorrent (or have done so already). 

2. Surf the web. 

3. Click on a link to a . torrent file. 

4. Select where to save the file locally, or select a partial download to resume. 

5. Wait for download to complete. 

6. Tell downloader to exit (it keeps uploading until this happens). 

bencoding 
• Strings are length-prefixed base ten followed by a colon and the string. For example 4 : spam corresponds to 

'spam'. 

• Integers are represented by an 'i' followed by the number in base 10 followed by an 'e'. For example i3e 
corresponds to 3 and i-3e corresponds to -3. Integers have no size limitation. i-Oe is invalid. All encodings 
with a leading zero, such as i03e, are invalid, other than iOe, which of course corresponds to 0. 

• Lists are encoded as an 'l' followed by their elements (also bencoded) followed by an 'e'. For example 
14: spam4: eggse corresponds to ['spam', 'eggs]. 

• Dictionaries are encoded as a 'd' followed by a list of alternating keys and their corresponding values followed 
by an 'e'. For example, d3: cow3 :moo4: spam4: eggse corresponds to {'cow': 'moo·, 'spam': 'eggs} and 
d4: spamll: al: bee corresponds to {'spam': ['a', 'b']}. Keys must be strings and appear in sorted order 
(sorted as raw strings, not alphanumerics). 

metainfo files 
Metainfo files (also known as . torrent files) are bencoded dictionaries with the following keys: 

announce 

The URL of the tracker. 

info 

This maps to a dictionary, with keys described below. 

All strings in a . torrent file that contains text must be UTF-8 encoded. 

info dictionary 

The name key maps to a UTF-8 encoded string which is the suggested name to save the file (or directory) as. It is 

purely advisory. 

piece length maps to the number of bytes in each piece the file is split into. For the purposes of transfer, files are 

split into fixed-size pieces which are all the same length except for possibly the last one which may be truncated. 
piece length is almost always a power of two, most commonly 2 18 = 256 K (BitTorrent prior to version 3.2 uses 2 

20 = 1 Mas default). 
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pieces maps to a string whose length is a multiple of 20. It is to be subdivided into strings of length 20, each of which 

is the SHA1 hash of the piece at the corresponding index. 

There is also a key length or a key files, but not both or neither. If length is present then the download 

represents a single file, otherwise it represents a set of files which go in a directory structure. 

In the single file case, length maps to the length of the file in bytes. 

For the purposes of the other keys, the multi-file case is treated as only having a single file by concatenating the files 

in the order they appear in the files list. The files list is the value files maps to, and is a list of dictionaries 

containing the following keys: 

length - The length of the file, in bytes. 

path - A list of UTF-8 encoded strings corresponding to subdirectory names, the last of which is the actual file name (a 

zero length list is an error case). 

In the single file case, the name key is the name of a file, in the muliple file case, it's the name of a directory. 

trackers 
Tracker GET requests have the following keys: 

info_hash 

The 20 byte sha1 hash of the bencoded form of the info value from the metainfo file. This 

value will almost certainly have to be escaped. 

Note that this is a substring of the metainfo file. The info-hash must be the hash of the 

encoded form as found in the . torrent file, which is identical to bdecoding the meta info file, 

extracting the info dictionary and encoding it if and only if the bdecoder fully validated the 

input (e.g. key ordering, absence of leading zeros). Conversely that means clients must 

either reject invalid metainfo files or extract the substring directly. They must not perform a 

decode-encode roundtrip on invalid data. 

peer_id 

ip 

port 

A string of length 20 which this downloader uses as its id. Each downloader generates its own id at random at the start of 

a new download. This value will also almost certainly have to be escaped. 

An optional parameter giving the IP (or dns name) which this peer is at. Generally used for the origin if it's on the same 
machine as the tracker. 

The port number this peer is listening on. Common behavior is for a downloader to try to listen on port 6881 and if that 
port is taken try 6882, then 6883, etc. and give up after 6889. 

uploaded 

The total amount uploaded so far, encoded in base ten ascii. 

downloaded 

The total amount downloaded so far, encoded in base ten ascii. 
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The number of bytes this peer still has to download, encoded in base ten ascii. Note that this can't be computed from 
downloaded and the file length since it might be a resume, and there's a chance that some of the downloaded data failed 
an integrity check and had to be re-downloaded. 

This is an optional key which maps to started, completed, or stopped (or empty, which is the same as not being 

present). If not present, this is one of the announcements done at regular intervals. An announcement using started is 

sent when a download first begins, and one using completed is sent when the download is complete. No completed is 

sent if the file was complete when started. Downloaders send an announcement using stopped when they cease 

downloading. 

Tracker responses are bencoded dictionaries. If a tracker response has a key failure reason, then that maps to a 

human readable string which explains why the query failed, and no other keys are required. Otherwise, it must have 

two keys: interval, which maps to the number of seconds the downloader should wait between regular rerequests, 

and peers. peers maps to a list of dictionaries corresponding to peers, each of which contains the keys peer id, 

ip, and port, which map to the peer's self-selected ID, IP address or dns name as a string, and port number, 

respectively. Note that downloaders may re request on nonscheduled times if an event happens or they need more 

peers. 

More commonly is that trackers return a compact representation of the peer list, see BEP 23. 

If you want to make any extensions to metainfo files or tracker queries, please coordinate with Bram Cohen to make 

sure that all extensions are done compatibly. 

It is common to announce over a UDP tracker protocol as well. 

peer protocol 

BitTorrent's peer protocol operates over TCP or uTP. 

Peer connections are symmetrical. Messages sent in both directions look the same, and data can flow in either 

direction. 

The peer protocol refers to pieces of the file by index as described in the metainfo file, starting at zero. When a peer 

finishes downloading a piece and checks that the hash matches, it announces that it has that piece to all of its peers. 

Connections contain two bits of state on either end: choked or not, and interested or not. Choking is a notification 

that no data will be sent until unchoking happens. The reasoning and common techniques behind choking are explained 

later in this document. 

Data transfer takes place whenever one side is interested and the other side is not choking. Interest state must be kept 

up to date at all times - whenever a downloader doesn't have something they currently would ask a peer for in 

unchoked, they must express lack of interest, despite being choked. Implementing this properly is tricky, but makes it 

possible for down loaders to know which peers will start downloading immediately if unchoked. 

Connections start out choked and not interested. 

When data is being transferred, downloaders should keep several piece requests queued up at once in order to get 

good TCP performance (this is called 'pipelining'.) On the other side, requests which can't be written out to the TCP 

buffer immediately should be queued up in memory rather than kept in an application-level network buffer, so they 

can all be thrown out when a choke happens. 
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The peer wire protocol consists of a handshake followed by a never-ending stream of length-prefixed messages. The 

handshake starts with character ninteen (decimal) followed by the string 'BitTorrent protocol'. The leading character is 

a length prefix, put there in the hope that other new protocols may do the same and thus be trivially distinguishable 

from each other. 

All later integers sent in the protocol are encoded as four bytes big-endian. 

After the fixed headers come eight reserved bytes, which are all zero in all current implementations. If you wish to 

extend the protocol using these bytes, please coordinate with Bram Cohen to make sure all extensions are done 

compatibly. 

Next comes the 20 byte sha1 hash of the bencoded form of the info value from the metainfo file. (This is the same 

value which is announced as info_ hash to the tracker, only here it's raw instead of quoted here). If both sides don't 

send the same value, they sever the connection. The one possible exception is if a down loader wants to do multiple 

downloads over a single port, they may wait for incoming connections to give a download hash first, and respond with 

the same one if it's in their list. 

After the download hash comes the 20-byte peer id which is reported in tracker requests and contained in peer lists in 

tracker responses. If the receiving side's peer id doesn't match the one the initiating side expects, it severs the 

connection. 

That's it for handshaking, next comes an alternating stream of length prefixes and messages. Messages of length zero 

are keepalives, and ignored. Keepalives are generally sent once every two minutes, but note that timeouts can be 

done much more quickly when data is expected. 

peer messages 
All non-keepalive messages start with a single byte which gives their type. 

The possible values are: 

• 0 - choke 

• 1 - unchoke 

• 2 - interested 

• 3 - not interested 

• 4 - have 

• 5 - bitfield 

• 6 - request 

• 7 - piece 

• 8 - cancel 

'choke', 'unchoke', 'interested', and 'not interested' have no payload. 

'bitfield' is only ever sent as the first message. Its payload is a bitfield with each index that downloader has sent set to 

one and the rest set to zero. Down loaders which don't have anything yet may skip the 'bitfield' message. The first byte 

of the bitfield corresponds to indices O - 7 from high bit to low bit, respectively. The next one 8-15, etc. Spare bits at 

the end are set to zero. 

The 'have' message's payload is a single number, the index which that downloader just completed and checked the hash 

of. 
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'request' messages contain an index, begin, and length. The last two are byte offsets. Length is generally a power of 

two unless it gets truncated by the end of the file. All current implementations use 2"14 (16 kiB), and close 

connections which request an amount greater than that. 

'cancel' messages have the same payload as request messages. They are generally only sent towards the end of a 

download, during what's called 'endgame mode'. When a download is almost complete, there's a tendency for the last 

few pieces to all be downloaded off a single hosed modem line, taking a very long time. To make sure the last few 

pieces come in quickly, once requests for all pieces a given downloader doesn't have yet are currently pending, it 

sends requests for everything to everyone it's downloading from. To keep this from becoming horribly inefficient, it 

sends cancels to everyone else every time a piece arrives. 

'piece' messages contain an index, begin, and piece. Note that they are correlated with request messages implicitly. 

It's possible for an unexpected piece to arrive if choke and unchoke messages are sent in quick succession and/or 

transfer is going very slowly. 

Downloaders generally download pieces in random order, which does a reasonably good job of keeping them from 

having a strict subset or superset of the pieces of any of their peers. 

Choking is done for several reasons. TCP congestion control behaves very poorly when sending over many connections 

at once. Also, choking lets each peer use a tit-for-tat-ish algorithm to ensure that they get a consistent download rate. 

The choking algorithm described below is the currently deployed one. It is very important that all new algorithms work 

well both in a network consisting entirely of themselves and in a network consisting mostly of this one. 

There are several criteria a good choking algorithm should meet. It should cap the number of simultaneous uploads for 

good TCP performance. It should avoid choking and unchoking quickly, known as 'fibrillation·. It should reciprocate to 

peers who let it download. Finally, it should try out unused connections once in a while to find out if they might be 

better than the currently used ones, known as optimistic unchoking. 

The currently deployed choking algorithm avoids fibrillation by only changing who's choked once every ten seconds. It 

does reciprocation and number of uploads capping by unchoking the four peers which it has the best download rates 

from and are interested. Peers which have a better upload rate but aren't interested get unchoked and if they become 

interested the worst uploader gets choked. If a downloader has a complete file, it uses its upload rate rather than its 

download rate to decide who to unchoke. 

For optimistic unchoking, at any one time there is a single peer which is unchoked regardless of its upload rate (if 

interested, it counts as one of the four allowed downloaders.) Which peer is optimistically unchoked rotates every 30 

seconds. To give them a decent chance of getting a complete piece to upload, new connections are three times as 

likely to start as the current optimistic unchoke as anywhere else in the rotation. 

Resources 
• The BitTorrent Economics Paper outlines some request and choking algorithms clients should implement for 

optimal performance 

• When developing a new implementation the Wireshark protocol analyzer and its dissectors for bittorrent can 
be useful to debug and compare with existing ones. 

Copyright 
This document has been placed in the public domain. 
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