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IN THE UNITED STATES DISTRICT COURT 
FOR THE EASTERN DISTRICT OF VIRGINIA 

Alexandria Division 
 

UNITED STATES OF AMERICA  ) 
        ) 
  v.      ) Case No.  1:19-CR- 133   
        )  
TIMMIE THOMAS CHATELAIN, Jr. )  
        ) 
  Defendant.    ) 
 
 

DEFENDANT’S MOTION FOR FRANKS HEARING 

 The agent materially misrepresented a fact in his affidavit to the magistrate judge and 

Chatelain respectfully requests this Honorable Court hold a hearing pursuant to Franks v. Delaware, 

438 U.S. 154 (1978) and his pending Motion to Suppress. 

I.  Legal Standard 

The Fourth Amendment enshrines “[]he right of the people to be secure in their persons, 

houses, papers, and effects, against unreasonable searches and seizures,” and provides that “no 

warrants shall issue, but upon probable cause, supported by oath or affirmation . . . .” U.S. Const. 

Amend. IV. “[W]hen the Fourth Amendment demands a factual showing sufficient to comprise 

‘probable cause,’ the obvious assumption is that there will be a truthful showing . . . in the sense 

that the information put forth is believed or appropriately accepted by the affiant as true.” Franks 

v. Delaware, 438 U.S. 154, 164-65 (1978) (internal quotations and citations omitted) (emphasis in 

original). “It is established law . . . that a warrant affidavit must set forth particular facts and 

circumstances underlying the existence of probable cause, so as to allow the magistrate to make an 

independent evaluation of the matter.” Id. at 165. “Because it is the magistrate who must 

determine independently whether there is probable cause, . . . it would be an unthinkable 

imposition upon his authority if a warrant affidavit, revealed after the fact to contain a deliberately 

or reckless false statement, were to stand beyond impeachment.” Id. 
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“[W]here the defendant makes a substantial preliminary showing that a false statement 

knowingly and intentionally, or with reckless disregard for the truth, was included by the affiant 

in the warrant affidavit, and if the allegedly false statement is necessary to the finding of probable 

cause, the Fourth Amendment requires that a hearing be held at the defendant’s request.” Id. at 

155-56. At a Franks hearing, if the defendant establishes the affiant’s material false statement or 

reckless disregard of the truth by a preponderance of the evidence, the warrant “‘must be voided’ 

and evidence or testimony gathered pursuant to it must be excluded.” United States v. Colkley, 

899 F.2d 297, 300 (4th Cir. 2016) (quoting Franks, 438 U.S. at 156). A warrant that is held invalid 

under these circumstances “is not subject to the good-faith exception to the exclusionary rule 

pursuant to United States v. Leon, 468 U.S. 897, 923 (1984).” Id. That is because when an officer 

secures a warrant based on information known to be false, or in reckless disregard of the 

truthfulness or falsity of the information presented to demonstrate probable cause, he or she has 

by definition not acted in good faith. And such a person obviously cannot in good faith rely on 

the magistrate’s issuance of the warrant as an independent judicial finding of probable cause. 

II. Analysis 

 The first sentence of paragraph 31 of Agent Payne’s affidavit in support of the search 

warrant states, “As described above, an iCloud account can be accessed by any device that has 

internet access capability, including computers, laptops, and cell phones.” ECF No. 25, Def.’s Ex. 1 

at 17. This statement is obviously false, and was obviously false at the time of the swearing. See Def. 

Ex. 1, Affidavit of Tami Loehrs at ¶7.1 Now, though, the government has doubled down on materiality. 

It scattered its Response pleading with this statement and even went so far as to say Chatelain has 

accepted this point. See ECF No. 32, Gov. Resp. in Opp. at 4, 8, 19, 23 (“The Defendant does not 

                                                
1 This is a relatively well-known falsity, or at the very least easily determinable (see examples below). 
However, for official and further support, an affidavit of an expert is attached as Exhibit 1. 
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refute that the Defendant’s iCloud account can be accessed on any device capable of accessing the 

internet…”). 

 A non-exhaustive list of devices that are capable of accessing the internet, but not an iCloud 

account are as follows: 

• Credit card processing machines 
• Mail delivery devices 
• Check-in kiosks at the airport 
• Smart lightbulbs in the home 
• Home alarm systems 
• Smart car systems 
• Fitbit fitness watches 
• Medical devices 
• Smart doorbells 
• Basic Kindle 
• Smart lock systems 
• Smart air conditioning and heating systems 
• Smart dog collars 
• Amazon echo speaker 
• Nespresso smart coffee maker 
• Smart outlets 
• Smart washers and dryers 

 
It’s clear that the government is heavily relying on this materially false statement to justify 

probable cause for the search of all of Chatelain’s devices. See ECF No. 32, Gov. Resp. in Opp. 

at 4, 8, 19, 23. Thus, this was a material misrepresentation made to the Magistrate Judge at the 

time Agent Payne swore out the warrant, and the evidence obtained pursuant to it should be 

suppressed.  

Furthermore, and perhaps more importantly, if this is the assertion the government hinges 

its case upon—if it continues to maintain that the “iCloud account can be accessed on any 

device capable of accessing the internet,” then law enforcement did not have probable cause to 

any device that is not able to access the internet. Thus, at minimum, the contents of the Ironkey 

thumb drive and the Seagate back-up hard drive should be suppressed from the government’s 
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use at trial, as those devices themselves are not capable of accessing the internet. See Def.’s Ex. 1, 

Affidavit of Tami Loehrs at ¶8. 

II. Conclusion 

 For the foregoing reasons, and in light of the entire record—including the record to be 

developed at a hearing on this Motion—Mr. Chatelain respectfully requests that this Honorable 

Court enter an order suppressing the evidence seized from the electronic devices and any and all 

fruits of that search. 

 

Respectfully submitted, 
                                                TIMMIE THOMAS CHATELAIN, Jr. 
                                                By Counsel 
                                 AYOTTE CARMICHAEL ELLIS & BROCK, PLLC                         
                  ________/s/_____________ 

Jessica N. Carmichael, Esq. 
Virginia Bar No. 78339 
Counsel for Defendant 
108 N. Alfred Street, First Floor 
Alexandria, Virginia 22314 
(703) 684-7908 
jcarmichael@ayottecarmichael.com 
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CERTIFICATE OF SERVICE 
 
I hereby certify that on this 21st day of June, 2019 I filed the foregoing pleading through the ECF 
system, which shall then send an electronic copy of this pleading to all parties in this action. 
 
  
 
 
 
 

     
 ________/s/_____________ 
 Jessica N. Carmichael, Esq. 
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