
IN THE UNITED STATES DISTRICT COURT 
FOR THE NORTHERN DISTRICT OF ILLINOIS 

EASTERN DIVISION 
 
UNITED STATES OF AMERICA,  ) 
                                                                        )  
   Plaintiff,           ) 
                 )   
  v.    )  No. 12 CR 723 

)  Judge Sharon Johnson Coleman 
ADEL DAOUD,    ) 
      ) 
   Defendant.        ) 

MOTION FOR DISCOVERY IN SUPPORT OF DEFENDANT’S  
PREVIOUSLY FILED MOTION FOR NOTICE OF FISA AMENDMENTS  
ACT EVIDENCE PURSUANT TO 50 U.S.C. §§ 1881e(a), 1806(c) (Dkt. #42) 

 
 Defendant, ADEL DAOUD, by and through his attorneys, THOMAS ANTHONY 

DURKIN, JANIS D. ROBERTS, and JOSHUA G. HERMAN, pursuant to 50 U.S.C. §§ 

1881e(a) and 1806(c), Rule 16(a)(1)(E)(i) & (ii), the Search and Seizure, Due Process, and 

Effective Assistance of Counsel provisions of the Fourth, Fifth, and Sixth Amendments to the 

Constitution of the United States, as well as the principles enunciated in Brady v. Maryland, 373 

U.S. 83 (1963), respectfully moves this Court to order the government to disclose any and all 

information supplied by Executive Branch law enforcement or intelligence agencies to the 

United States Senate Select Committee on Intelligence (“SSCI”) regarding the use or results of 

any and all electronic surveillance, eavesdropping, recording, storage, or other means of 

gathering or collecting Defendant’s oral, written, or electronic communications.    

 In support of this motion, Defendant, through counsel, shows to the Court the following:  

1. On May 22, 2013, counsel filed a pleading captioned, “Defendant’s Motion for 

Notice of FISA Amendments Act Evidence Pursuant to 50 U.S.C. §§ 1881e(a), 1806(c).”  (Dkt. 

#42).  The motion requested that the government provide notice of:  “(1) whether the electronic 

surveillance described in its FISA Notice was conducted pursuant to the pre-2008 provisions of 
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the Foreign Intelligence Surveillance Act (“FISA”) or, instead, the FISA Amendments Act 

(“FAA”); and, (2) whether the affidavit and other evidence offered in support of any FISA order 

relied on information obtained or derived from an FAA surveillance order.”  The motion was 

premised in part on Senate floor comments by Senator Diane Feinstein (D-CA) on December 27, 

2012, which specifically referenced this case and suggested that the FAA was instrumental in 

foiling the alleged terrorist plot. (Dkt. #42, ¶4).   

2. In its August 8, 2013, Sur-Reply to Defendant’s Motion, the prosecutors 

acknowledged that they would have to provide notice to the defense and the Court if, as they 

wrote, they “intended to use in this case any information obtained or derived from surveillance 

authorized under [the FAA] as to which the defendant is an aggrieved person.”  (Dkt. #49, pp. 1-

2).  The prosecutors further asserted that no notice was provided in this case because the 

government “does not intend to use any such evidence obtained or derived from FAA-authorized 

surveillance in the course of this prosecution.”  (Id., p. 2).  

3. In light of the obvious tension between Senator Feinstein’s public comments 

regarding the use of the FAA and the prosecutors’ position in their pleading that no notice of the 

use of the FAA was required, undersigned counsel wrote a letter to Eric Losick and Jack 

Livingston, Counsel for the SSCI, Majority and Minority, respectively, on August 20, 2013, and 

requested “any and all ‘assessments, reports, and other information obtained by the Intelligence 

Committee’ to which Senator Feinstein referred in sharing her comments with the Senate, insofar 

as these documents pertain to the implementation of the FAA surveillance with respect to Mr. 

Daoud’s case.”  A copy of this letter is attached hereto as Exhibit A.  

4. On September 16, 2013, Morgan J. Frankel, Counsel for the Office of Senate 

Legal Counsel, responded on behalf of the SSCI to counsel’s letter.  A copy of Senate Legal 
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Counsel’s letter is attached hereto as Exhibit B.  In this letter, Senate Legal Counsel declines to 

comply with counsel’s request for production based primarily on the invocation of the legislative 

privilege under the Speech or Debate Clause, Article I, section 6, clause 1, of the United States 

Constitution.1  

5. After invoking this legislative privilege, Senate Legal Counsel proceeds to state, 

nevertheless, that:  “[w]ithout waiving Senator Feinstein’s or the Intelligence Committee’s 

legislative privilege, [he] would like to provide some clarification that may help explain a 

misunderstanding of the Chairman’s remarks on which your documentary request is predicated.” 

(Ex. B, p. 2)    Senate Legal Counsel then goes on to relate—curiously one might add—that 

“[n]otwithstanding that she was speaking in support of reauthorization of Title VII of the 

Foreign Intelligence Surveillance Act, Senator Feinstein did not state, and did not mean to state, 

that FAA surveillance was used in any or all of the nine cases she enumerated, including Mr. 

Daoud’s case, in which terrorist plots had been stopped.”  (Id.) (emphasis added).  

6. Rather, Senate Legal Counsel adds, “the nine cases the Chairman summarized 

were drawn from a list of 100 arrests arising out of foiled terrorism plots in the United States 

between 2009 and 2012 compiled by committee staff from FBI press releases and other public 

sources.”  (Ex. B, p. 2).  Senate Legal Counsel identifies the list compiled by the Committee staff 

was entitled, “Terrorist Arrests and Plots Stopped in the United States 2009-2012,” and indicates 

that a slightly earlier version of this document is available on the SSCI’s website.  (Id., pp. 2-3, 

                                                       
1 The filing of this motion for discovery, as counsel for the SSCI suggests, is done out of courtesy and 
respect for the SSCI, and should not be construed as a concession or agreement with its counsel’s 
legislative privilege analysis, and undersigned counsel would expressly reserve the right to challenge the 
SSCI’s position, if necessary.  Indeed, and notwithstanding the SSCI’s disclaimer regarding the 
preservation of Senator Feinstein or the Committee’s privileges, counsel’s gratuitous attempts at 
explaining or clarifying the Chairman’s remarks in question, could very well be construed as a waiver of 
the privilege should it later become necessary to litigate a subpoena for documents and/or testimony.  
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footnote 1) (emphasis in original).  Senate Legal Counsel further notes that, in contrast to this 

public source information, “any information that the Committee may have received about use of 

FAA authorities would be classified and would have been provided to the Committee by the 

Executive Branch, from which it can be sought directly.”  (Id., p. 3, footnote 3).   

7. Remarkably, Senate Legal Counsel then goes on to make further representations 

on Senator Feinstein’s behalf in an ostensible attempt to summarize.  Only a complete quote will 

do justice to the purported summary or explanation:   

To summarize, nothing in Senator Feinstein’s remarks was intended to 
convey any view that FAA authorities were used or were not used in Mr. 
Daoud’s case or in any of the other cases specifically named.  Rather, her 
purpose in reviewing several recent terrorism arrests was to refute the 
“view by some that this country no longer needs to fear attack.”  Id.  
Thus, because Senator Feinstein was neither relying on, nor attempting to 
convey, any information about the use or non-use of FAA authorities in 
any of the nine cases, there are no “assessments, reports, and other 
information” in the Committee’s possession to which Senator Feinstein 
referred in her comments, pertaining to FAA surveillance with respect to 
Mr. Daoud’s case.  Id.2  (emphasis added).   
 

8. Senate Legal Counsel concludes the letter by asserting that the SSCI is “not 

prepared to initiate a general search of its oversight files to ascertain whether or not any 

documents exist in its files that may shed light on the type of surveillance authorized in Mr. 

Daoud’s case.”  (Id., p. 4).  Instead, Senate Legal Counsel suggests that Mr. Daoud should seek 

production from the Executive Branch. This too is worth quoting in full:  “Any such evidence 

that may be within the possession of the Committee would derive entirely from information 

                                                       
2 This representation is rather remarkable on several levels.  First, it is hard to believe that Chairman 
Feinstein, one of the most experienced and respected Senators in Congress, would advocate for the 
reauthorization of the FAA without actually “relying on” or “attempting to convey” information about the 
use or non-use of the FAA itself which was then under consideration. Equally remarkable, if Mr. Frankel 
is correct on this point, is that the mere use of nine random “ripped from the headlines” (or more 
precisely, “ripped from FBI press releases”) terrorism arrests to justify the reauthorization of a statute that 
Edward Snowden’s disclosures have revealed to the world as massive, overreaching, and often abused 
surveillance programs is a poignant illustration of the use politics of fear.   
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supplied by the Executive Branch, from which Mr. Daoud can directly seek production to the 

extent provided by federal law and the rules of criminal procedure.”  (Ex. B, p. 4).    

9. Counsel for Mr. Daoud, therefore, do just that.  Rather than engage the Court at 

this time in the complex legislative privilege issues raised by Senate Legal Counsel, undersigned 

counsel would formally request that the prosecutors seek authorization from whomever they 

must to obtain approval from the Executive Branch and its intelligence agencies to produce the 

materials that Senate Legal Counsel states are in its possession.  Counsel defer to the Court to 

fashion a means by which the prosecutors can produce these materials should some or all of the 

materials be classified.  In that undersigned counsel all possess security clearances, this should 

not be a significant hurdle in light of the constitutional issues involved.    

10. As counsel have previously noted, these materials “are essential to a full and fair 

exposition and resolution of the significant statutory and constitutional issues of first impression 

presented by this motion.” (Dkt. #65, ¶ 4).  (Motion to Vacate The Denial of His Motion for 

Notice of FISA Amendments Act (FAA) Evidence Pursuant to 50 U.S.C. §§1881e(a), 1806(c); 

and For Leave to File a Response to the Government’s Sur-Reply to Defendant’s Motion for 

Notice of FAA Evidence).  As such, it is likewise submitted that these documents are 

discoverable under Rule 16(a)(1)(E)(i) & (ii), as well as Brady, supra.3 

11. At the risk of stating the obvious, had the FAA not been used whatsoever in the 

investigation of Defendant, one would think that the Office of Senate Legal Counsel, the SSCI, 

Senator Feinstein, the NSA, the FBI, the Justice Department, or the U.S. Attorney’s Office could 

just simply say so.  That “clarification” would have been far more helpful than any provided by 

Senate Legal Counsel or the opaque responses by the prosecutors to date.  Again, undersigned 

                                                       
3 In addition to providing a basis for suppression of the fruits of the poisonous tree, the existence of FAA 
surveillance and its fruits most certainly could lead to the discovery of potentially exculpatory material.  
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counsel would suggest that the semantic and procedural battle being waged here only further 

demonstrates the lengths by which the Executive Branch, or more correctly its intelligence 

agencies, wish to avoid constitutional review of the FAA.       

Respectfully submitted, 
 

/s/Thomas Anthony Durkin                              
       THOMAS ANTHONY DURKIN, 
 

/s/Janis D. Roberts                              
       JANIS D. ROBERTS, 
 

/s/Joshua G. Herman                                     
       JOSHUA G. HERMAN, 
       Attorneys for Defendant Adel Daoud. 
             
 
DURKIN & ROBERTS 
2446 North Clark St. 
Chicago, Illinois 60614 
(312) 913-9300 
tdurkin@durkinroberts.com 
jdroberts@durkinroberts.com 
jherman@durkinroberts.com 
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CERTIFICATE OF SERVICE 
 

 Thomas Anthony Durkin, Attorney at Law, hereby certifies that the foregoing Motion for 
Discovery in Support of Defendant’s Previously Filed Motion for Notice of FISA Amendments 
Act Evidence Pursuant to 50 U.S.C. §§ 1881e(a), 1806(c) (Dkt. #42), was served on September 
18, 2013, in accordance with Fed.R.Crim.P.49, Fed.R.Civ.P.5, LR 5.5, and the General Order on 
Electronic Case Filing (ECF) pursuant to the district court’s system as to ECF filers. 
 
 
       /s/ Thomas Anthony Durkin   
       THOMAS ANTHONY DURKIN, 
       Attorney at Law. 
 
DURKIN & ROBERTS     
2446 N. Clark Street 
Chicago, IL 60614     
(312) 913-9300 
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IN THE UNITED STATES DISTRICT COURTs 
FOR THE NORTHERN DISTRICT OF ILLINOIS 

EASTERN DIVISION 
 

UNITED STATES OF AMERICA,  ) 
                                                                        )  
   Plaintiff,           ) 
                 )   
  v.    )  No. 12 CR 723 

)  Judge Sharon Johnson Coleman 
ADEL DAOUD,    ) 
      ) 
   Defendant.        ) 

DEFENDANT’S MEMORANDUM OF LAW IN SUPPORT  
OF MOTION FOR NOTICE OF FISA AMENDMENTS ACT   
EVIDENCE PURSUANT TO 50 U.S.C. §§ 1881e(a), 1806(c) 

 
 As set forth in Defendant’s accompanying Motion, the government’s September 18, 

2012, Notice of Intent to Use Foreign Intelligence Surveillance Act Information (“FISA Notice”) 

(Dkt. # 9) does not indicate whether the government used the FISA Amendments Act (“FAA”) to 

conduct electronic surveillance and collect information in this case or whether the affidavit and 

other evidence offered in support of any Intelligence Surveillance Act (“FISA”) order relied on 

information obtained or derived from an FAA surveillance order.  By statute, and as a matter of 

Due Process at a minimum,1 Defendant is entitled to notice of the government’s intent to use 

such evidence against him in these proceedings.  See 50 U.S.C. §§ 1881e(a), 1806(c). 

Notice of the legal authority for the government’s surveillance implicates no classified 

information, and is of enormous consequence for Defendant’s procedural rights to challenge the 

admissibility of any evidence obtained directly under the FAA or as the fruit of FAA 

surveillance. The Court should, therefore, compel the government to provide basic notice of the 

legal authority on which it relied in acquiring the evidence it intends to use against Defendant. 

 

                                                 
1 As indicated in the Motion, counsel submit that there are Fourth and Sixth Amendment implications as well.   
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I. BACKGROUND. 

A. The Foreign Intelligence Surveillance Act. 

In 1978, Congress enacted the Foreign Intelligence Surveillance Act (“FISA”) to regulate 

government surveillance conducted for foreign intelligence purposes. The statute created the 

Foreign Intelligence Surveillance Court (“FISC”) and empowered it to grant or deny government 

applications for surveillance orders in foreign intelligence investigations. See 50 U.S.C. 

§ 1803(a).  

 Congress has amended FISA multiple times.  In its current form, the statute regulates, 

among other things, “electronic surveillance,” which is defined to include: 

the acquisition by an electronic, mechanical, or other surveillance device of the 
contents of any wire communication to or from a person in the United States, 
without the consent of any party thereto, if such acquisition occurs in the United 
States. 
 

50 U.S.C. § 1801(f)(2). 

 Before passage of the FISA Amendments Act of 2008, FISA generally foreclosed the 

government from engaging in “electronic surveillance” without first obtaining an individualized 

and particularized order from the FISC.  To obtain an order, the government was required to 

submit an application that identified or described the target of the surveillance; explained the 

government’s basis for believing that “the target of the electronic surveillance [was] a foreign 

power or an agent of a foreign power”; explained the government’s basis for believing that “each 

of the facilities or places at which the electronic surveillance [was] directed [was] being used, or 

[was] about to be used, by a foreign power or an agent of a foreign power”; described the 

procedures the government would use to “minimiz[e]” the acquisition, retention, and 

dissemination of non-publicly available information concerning U.S. persons; described the 

nature of the foreign intelligence information sought and the type of communications that would 
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be subject to surveillance; and certified that a “significant purpose” of the surveillance was to 

obtain “foreign intelligence information.” § 1804(a) (2006).2  

 The FISC could issue such an order only if it found, among other things, that there was 

“probable cause to believe that the target of the electronic surveillance [was] a foreign power or 

an agent of a foreign power,” § 1805(a)(2)(A), and that “each of the facilities or places at which 

the electronic surveillance [was] directed[, was] being used, or [was] about to be used, by a 

foreign power or an agent of a foreign power.”  § 1805(a)(2)(B).  

B. The FISA Amendments Act of 2008. 

 The FISA Amendments Act (“FAA”) was signed into law on July 10, 2008, and provided 

legislative sanction for the warrantless surveillance of U.S. citizens’ and residents’ 

communications.  While leaving FISA in place insofar as communications known to be purely 

domestic are concerned, the FAA revolutionizes the FISA regime by allowing the mass 

acquisition of U.S. citizens’ and residents’ international communications without individualized 

judicial oversight or supervision.  See Amnesty Int’l USA v. Clapper, 667 F.3d 163, 165–66 (2d 

Cir. 2011) (Lynch, J., concurring in the denial of rehearing en banc) (“The FAA significantly 

alters [FISA’s] procedures.”); Clapper v. Amnesty Int’l USA, 133 S. Ct. 1138, 1444 (2013) 

(internal quotation marks omitted) (FAA “established a new and independent source of 

intelligence collection authority, beyond that granted in traditional FISA.”)    

Under the FAA, the Attorney General and Director of National Intelligence (“DNI”) can 

“authorize jointly, for a period of up to one year . . . the targeting of persons reasonably believed 

to be located outside the United States to acquire foreign intelligence information.” § 1881a(a). 

While the FAA prohibits the government from “intentionally target[ing] any person known at the 

                                                 
2 “Foreign intelligence information” was defined quite broadly to include, among other things, information 
concerning terrorism, national security, and foreign affairs. 
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time of the acquisition to be located in the United States,” § 1881a(b)(1), an acquisition 

authorized under the FAA may nonetheless sweep up the international communications of 

United States citizens and residents.  Indeed, the Attorney General and the DNI may authorize a 

mass acquisition under § 1881a—an acquisition encompassing thousands or even millions of 

communications—even if they know in advance that all of the communications to be acquired 

under the program will originate or terminate inside the United States. 

 Before authorizing surveillance under § 1881a—or, in some circumstances, within seven 

days of authorizing such surveillance—the Attorney General and the DNI must submit to the 

FISC an application for an order (hereinafter, a “mass acquisition order”).  § 1881a(a), (c)(2). To 

obtain a mass acquisition order, the Attorney General and DNI must provide to the FISC “a 

written certification and supporting affidavit” attesting that the FISC has approved, or that the 

government has submitted to the FISC for approval, procedures (“targeting procedures”) 

reasonably designed to:  (1) ensure that the acquisition is “limited to targeting persons reasonably 

believed to be located outside the United States;” and, (2) “prevent the intentional acquisition of 

any communication as to which the sender and all intended recipients are known at the time of 

the acquisition to be located in the United States.” § 1881a(g)(2)(A)(i). The certification and 

supporting affidavit must also attest that the FISC has approved, or that the government has 

submitted to the FISC for approval, procedures (“minimization procedures”) that meet the 

definition of “minimization procedures” under §§ 1801(h) or 1821(4).  The certification and 

supporting affidavit must also attest, among other things, that the Attorney General has adopted 

“guidelines” to ensure compliance with the limitations set out in § 1881a(b); that the targeting 

procedures, minimization procedures, and guidelines are consistent with the Fourth Amendment; 
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and that “a significant purpose of the acquisition is to obtain foreign intelligence information.” 

§ 1881a(g)(2)(A)(iii)-(vii).  

 A mass surveillance order is effectively a blank check that, once obtained, covers 

whatever surveillance in which the government may choose to engage, within the limitations set 

forth in § 1881a(b), for a period of up to one year without further judicial authorization.  

Accordingly, the Act does not require the government to demonstrate to the FISC that its 

surveillance targets are foreign agents, have engaged in criminal activity, or are connected even 

remotely with terrorism.  Indeed, the statute does not require the government to identify its 

surveillance targets at all.  Moreover, the statute expressly provides that the government’s 

certification is not required to identify the facilities, telephone lines, e-mail addresses, places, 

premises, or property at which its surveillance will be directed.  § 1881a(g)(4).  

Thus, the government may obtain a mass acquisition order without identifying the people 

(or even the group of people) to be surveilled; without specifying the facilities, places, premises, 

or property to be monitored; without specifying the particular communications to be collected; 

without obtaining individualized warrants based on criminal or foreign intelligence probable 

cause; and without making even a prior administrative determination that the acquisition relates 

to a particular foreign agent or foreign power.  Thus, a single mass acquisition order may be used 

to justify the surveillance of communications implicating thousands or even millions of United 

States citizens and residents.  To effect such surveillance under the FAA, the government would 

have to “target” people overseas, but that targeting of people overseas could involve the 

collection of countless Americans’ private communications. 

 As troubling, the role of the FISC in authorizing and supervising surveillance conducted 

under the FAA is “narrowly circumscribed.”  Clapper, 133 S. Ct. at 1159 (Breyer, J. dissenting) 
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(quoting In re Proceedings Required by § 702(i) of the FISA Amendments Act of 2008, No. Misc. 

08-01, slip op. at 3 (FISA Ct. Aug. 27, 2008)).  Unlike the judiciary’s traditional Fourth 

Amendment role—as a gatekeeper for particular acts of surveillance—the FISC’s role under the 

FAA is simply to bless in advance the vaguest parameters under which the government is then 

free to conduct surveillance for up to one year.  The FISC does not consider individualized and 

particularized surveillance applications, does not make individualized probable cause 

determinations, and does not supervise the implementation of the government’s targeting or 

minimization procedures.  

 On February 26, 2013, in Clapper, the Supreme Court addressed a challenge to the 

FAA’s constitutionality, turning aside a civil lawsuit brought on behalf of lawyers, journalists, 

human rights researchers on Article III standing grounds.  In so doing, the Court stated that an 

appropriate and available avenue for judicial review of the FAA would be a proceeding in which 

the government sought to use communications intercepted under the FAA’s legal authority, or 

evidence derived there from. Clapper, 133 S. Ct. at 1154-55. Counsel now seek to determine 

whether this prosecution is one such case, and strongly suggest that it is. 

II. ARGUMENT. 

A. The Government Must Provide Notice of its Intent to   
Rely upon FAA-Obtained Information.  

 Here, the government has broadly provided its intent to rely on information obtained or 

derived from electronic surveillance “conducted pursuant to the Foreign Intelligence 

Surveillance Act of 1978 (FISA), as amended.” (Dkt. # 9).  Counsel intend to challenge the 

constitutionality of that surveillance and the admissibility of the resulting evidence on a number 

of grounds.  To do so effectively, however, counsel must first know for Fourth Amendment 

purposes the legal authority relied upon by the government to conduct its surveillance; i.e., 
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whether it was conducted under a traditional FISA order or an order under the FAA authorizing 

the warrantless interception of Defendant’s electronic communications. 

 Unfortunately, the vagueness and lack of specificity in the government’s current FISA 

Notice leaves this question very much in doubt.  Based solely on this notice, it could very well be 

that the government may be interpreting the FAA’s notice requirement in a way that allows it to 

avoid providing any true notice at all by concealing or subsuming its FAA surveillance behind a 

traditional FISA notice. The unusual structure of the FAA and the government’s post-9/11 

paranoia and opaqueness regarding its counter-terrorism activities suggests that the government 

may be doing just this.3  

Construing the FAA’s notice requirement requires reading two statutory sections 

together: first, the FAA states that “[i]nformation acquired from an acquisition conducted under 

[the FAA] shall be deemed to be information acquired from an electronic surveillance pursuant 

to subchapter I for purposes of section 1806 of this title.” § 1881e(a).  Significantly, subchapter I 

is the traditional FISA statute, and § 1806 contains FISA’s notice provision.  See § 1806(c).  

FISA’s notice provision requires, in turn, that: 

Whenever the Government intends to enter into evidence or otherwise use or 
disclose in any trial, hearing, or other proceeding in or before any court, 
department, officer, agency, regulatory body, or other authority of the United 

                                                 
3 This conclusion is further supported by the fact that, to counsel’s knowledge, the government has never disclosed 
its reliance on material obtained through FAA surveillance in the five years since the statute was adopted. The lack 
of disclosure is all the more striking because reports indicate that the NSA has intercepted communications on a 
massive scale—pursuant to the FAA as well as other programs—during this same period. See Priest & Arkin, A 
Hidden World, Growing Beyond Control, Washington Post, July 19, 2010, p. A1 (reporting that every day, 
collection systems at the National Security Agency intercept and store 1.7 billion e-mails, telephone calls, and other 
types of communications); see also Eric Lichtblau and James Risen, Officials Say U.S. Wiretaps Exceeded Law, 
N.Y. Times, April 16, 2009, (available at http://www.nytimes.com/2009/04/16/us/16nsa.html?pagewanted=all) 
(discussing NSA’s “overcollection problems” after the enactment of the FAA).   In terms of other programs that 
government agencies have used to collect vast amounts of private data, the FBI has employed a questionable and 
far-reaching interpretation of the Electronic Communications Privacy Act of 1986 (“ECPA”) to review private 
emails.  See Andrea Peterson, The FBI Doesn’t Think it Needs a Warrant to Read Your Email, May 9, 2013 
(available at http://thinkprogress.org/justice/2013/05/09/1981681/fbi-ecpa-warrant/) (citing 2012 FBI Domestic 
Investigations and Operations Guide that states that under the ECPA certain emails stored on or behalf of the 
account holders should be treated as business records).   
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States, against an aggrieved person, any information obtained or derived from an 
electronic surveillance of that aggrieved person pursuant to the authority of this 
subchapter, the Government shall, prior to the trial, hearing, or other proceeding 
or at a reasonable time prior to an effort to so disclose or so use that information 
or submit it in evidence, notify the aggrieved person and the court or other 
authority in which the information is to be disclosed or used that the Government 
intends to so disclose or so use such information. 
 

§ 1806(c) (emphasis added).  Counsel believe the government may be reading these provisions 

as a license to “rebrand” or “relabel” its FAA surveillance as traditional FISA surveillance for 

the purposes of notice.  Such a view is constitutionally impermissible to the extent that it 

prevents a defendant like Mr. Daoud, a U.S. citizen, from ever learning, or challenging, the 

underlying legal basis for the government’s interception of his communications. 

Both the statute and the Constitution mandate a different reading of the FAA.  In 

particular, §§ 1881e(a) and 1806(c) can and should be read together to require that the 

government notify “an aggrieved person” like Mr. Daoud that the government intends to use 

“any information obtained or derived from an electronic surveillance” conducted pursuant to the 

FAA.  Because material acquired under the FAA is “deemed to be information acquired from an 

electronic surveillance pursuant to subchapter I for purposes of section 1806,” § 1881e(a), the 

government must give notice on the terms set out in section 1806(c)—just as information 

obtained or derived from traditional FISA surveillance must be disclosed.  

In short, section 1881e(a) subjects FAA surveillance to a parallel set of notice and 

suppression procedures.  See §§ 1881e(a), § 1806. This is a commonsense interpretation of § 

1881e(a), and, counsel submit, one that has been endorsed by the Supreme Court in its recent 

Clapper decision.  As stated by Justice Alito, writing for the majority: “if the Government 

intends to use or disclose information obtained or derived from a §1881a acquisition in judicial 

or administrative proceedings, it must provide advance notice of its intent, and the affected 
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person may challenge the lawfulness of the acquisition.” Clapper, 133 S. Ct. at 1154 (citing §§ 

1806(c), 1806(e), 1881e(a)).  This reading is consistent with an effort to subject the FAA to the 

various protections and limitations that have long been written into traditional FISA.  

In this way  the statute does not permit the government to cloak or mask its reliance on 

FAA-obtained or FAA-derived evidence by treating it as though the material were obtained 

under or derived from a traditional FISA order.  Yet that is precisely what counsel suspect the 

government has done in this case.  As mentioned, such a reading is inconsistent with the 

language of the statute, as set out above, and with the overall statutory scheme established by 

Congress.  Indeed, the notice requirement in section 1806(c) has a specific procedural purpose; 

that is, it is closely tied to the suppression provisions that immediately follow in sections 1806(e) 

and 1806(g).  There, Congress provided that aggrieved persons must have an adequate 

opportunity to challenge and suppress evidence obtained or derived from electronic surveillance. 

As the statutory scheme makes plain, these suppression provisions depend on notice—they have 

no force unless a defendant is first given notice of the basis for the government’s search.  Cf. 

United States v. Eastman, 465 F.2d 1057, 1062–63 & n.13 (3d Cir. 1972) (concluding that Title 

III’s statutory notice provision was “intended to provide the defendant whose telephone has been 

subject to wiretap an opportunity to test the validity of the wiretapping authorization”). 

Moreover, if the statute were read to permit the government to cloak its reliance on FAA 

evidence in a traditional FISA notice, that interpretation would violate the Fourth and Fifth 

Amendments as it would deprive criminal defendants, and other aggrieved persons, an adequate 

opportunity to challenge the basis for the search, and to suppress the resulting evidence.  The 

Fourth Amendment has always required notice of a search, even if that notice is given after-the-

fact.  See Berger v. New York, 388 U.S. 41, 60 (1967) (invalidating electronic eavesdropping 
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statute for, among other things, lack of notice requirement); United States v. Freitas, 800 F.2d 

1451, 1456 (9th Cir. 1986) (finding warrant constitutionally defective for its failure to provide 

explicitly for notice within a reasonable time).  A principal and self-evident rationale for this 

notice requirement is that it permits the target of a search to challenge the government’s 

authority and seek redress.  See, e.g., S. Rep. No. 1097, at 2194 (1968) (explaining the inclusion 

of a notice requirement in Title III’s wiretapping provisions and citing Berger, 388 U.S. 41); cf. 

Alderman v. United States, 394 U.S. 165, 171–72 (1969) (holding that the victim of an unlawful 

search has the right to suppression).  Accordingly, and as equally self-evident, the notice 

required by the Fourth Amendment does not encompass merely the fact of the search itself; 

rather, it must also include information sufficient to identify the government’s legal basis for its 

search. 

In much the same way, Due Process requires the government to disclose its reliance on 

FAA evidence, as distinguished from traditional FISA evidence.  Due Process mandates the 

disclosure of information in the government’s possession if nondisclosure would “affect the 

outcome of [a] suppression hearing.” Smith v. Black, 904 F.2d 950, 965 (5th Cir. 1990); see also 

United States v. Gamez-Orduño, 235 F.3d 453, 461 (9th Cir. 2000).  Here, suppression of FAA-

derived evidence may very well be constitutionally required.  See, e.g., Michigan v. DeFillippo, 

443 U.S. 31, 39 (1979) (recognizing that statutes which, “by their own terms, authorize[] 

searches under circumstances which d[o] not satisfy the traditional warrant and probable-cause 

requirements of the Fourth Amendment,” are on their face more constitutionally suspect). Yet, to 

raise such a claim effectively, counsel must know if the government intends to rely on evidence 

that is the product of warrantless FAA surveillance.  
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The government should not be permitted to keep the legal basis for its evidence secret in 

this most serious criminal proceeding. See Al Haramain Islamic Found., Inc. v. U.S. Dept. of 

Treasury, 686 F.3d 965, 986-87 (9th Cir. 2012) (“[T]he opportunity to guess at the factual and 

legal bases for a government action does not substitute for actual notice of the government’s 

intentions.”); Gete v. INS, 121 F.3d 1285, 1287–91 (9th Cir. 1997); KindHearts for Charitable 

Humanitarian Dev., Inc. v. Geithner, 647 F. Supp. 2d 857, 901-08 (N.D. Ohio 2009).  Any 

reading of the FAA’s notice provision that permits the government to hide its reliance on 

warrantless FAA surveillance, and thereby evade legal challenge, would violate Due Process.  

Under well-established rules of statutory construction, such an interpretation must be avoided.  

See, e.g., Clark v. Martinez, 543 U.S. 371, 380–81 (2005) (“[W]hen deciding which of two 

plausible statutory constructions to adopt, a court must consider the necessary consequences of 

its choice.  If one of them would raise a multitude of constitutional problems, the other should 

prevail.”). 

Importantly, without notice, the FAA will be effectively immune from judicial review—a 

result that runs contrary to the Supreme Court’s recent holding in Clapper.  In Clapper, the Court 

indicated that the proper avenue for judicial review of the government’s warrantless wiretapping 

program is a criminal or administrative proceeding where FAA material is at issue.  See Clapper, 

133 S. Ct. 1154-55.  This holding plainly contemplates effective notice to a counsel.  On the 

other hand, if the government is permitted to cloak its reliance on FAA-derived material behind a 

traditional FISA notice, judicial review will be, in reality, impossible for a defendant to obtain. 

In those circumstances, because FAA wiretapping is conducted in secret, no one would have 

standing to challenge the government’s mass acquisition of electronic communications pursuant 
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to the FAA.  In short, without notice in cases like this, there is a very real chance that the FAA 

will never be subjected to meaningful constitutional review, even by criminal defendants. 

If the government intends to use evidence obtained through its warrantless interception of 

Defendant’s electronic communications in a criminal case, it should be required to provide 

proper notice of its intent. The answer to this question—that is, the government’s legal authority 

for its interception of Defendant’s communications—involves no classified information, but is 

essential for a challenge to the constitutionality of FAA surveillance and the admissibility of its 

fruit.  The government can resolve this aspect of this motion by stating simply either that it 

intends to rely upon evidence obtained pursuant to the FAA or that it does not so intend. 

As further support for that point, in a terrorism-related case pending in the Southern 

District of Florida, United States v. Qazi (12-cr-60298), the defendants moved for the same relief 

that is sought through this Motion.  The magistrate judge granted defendants’ motion, ordering 

that the government “shall disclose to the defendants: 1) whether the electronic surveillance 

described in the government’s FISA notices … was conducted pursuant to the pre-2008 

provisions of FISA or, instead, the FAA; and 2) whether the affidavit and other evidence offered 

in support of any FISA order relied on information obtained under or derived from an FAA 

surveillance order.”  (Dkt. # 77, attached hereto as Exhibit A.)  While the government 

subsequently moved to reconsider that ruling, it did not seek reconsideration of the first directive 

of the court’s order.  (Dkt. # 80.)  As in Qazi, the government should be ordered to provide the 

requested notices.   
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B. Even if the Government Does not Intend to Rely Directly Upon  
Evidence Acquired Pursuant to the FAA, it Still Must Provide  
Notice of Whether it Intends to Rely Upon FAA-Derived Evidence. 

 
 Even if the government intends to rely solely upon information obtained pursuant to a 

traditional FISA order, counsel seek notice of whether the government’s application for that 

order relied upon evidence obtained under or derived from the FAA.  In other words, counsel 

seek notice of whether the government intends to rely upon the fruit of any FAA surveillance. 

FISA’s notice provision requires the government to give notice of its intent to rely upon 

information obtained under either FISA or the FAA as well as information derived from 

surveillance under FISA or the FAA. 50 U.S.C. § 1806(c) (requiring notice of “any information 

obtained or derived from an electronic surveillance” (emphasis added)).  Thus, counsel request 

only the notice that the statute requires.  

 On this point too, counsel simply seek a “yes” or “no” response to the question of 

whether the government’s information was derived from—i.e., the fruit of—FAA surveillance. 

This result would be consistent with § 1806, which aims to protect classified facts from 

unwarranted disclosure, not to obfuscate the legal authority relied upon by the government and to 

thereby prevent evidentiary challenges.  The Court should compel the government to clarify the 

legal authority for its surveillance. 

 Absent clarification by the government of whether its FISA-obtained evidence was the 

fruit of FAA surveillance, counsel will be unable to adequately challenge evidence that may have 

been the product of an unconstitutional search. In a typical FISA case, courts undertake ex parte, 

in camera review of the facts supporting the FISA application as well as the government’s 

compliance with the surveillance order’s minimization requirements.4  But these courts do not 

                                                 
4 See, e.g., Belfield, 692 F.2d 141, 147 (D.C. Cir. 1982) (In camera review determined that “[t]he target of the 
surveillance is clearly identified; the foreign policy purpose patently evident; the facts justifying the surveillance 
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consider sua sponte the constitutionality of the underlying surveillance statute.  See Schlesinger 

v. Reservists Comm. to Stop the War, 418 U.S. 208 (1974) (warning against unnecessary 

constitutional adjudication).  Instead, it falls to criminal defendants to lodge constitutional 

challenges to evidence the government plans to use against them.  If the Court does not grant the 

relief counsel request here, counsel will never know whether the government relied upon the 

FAA in applying for its FISA order.  As a result, counsel may be unable to effectively 

challenge—and the Court will be unable to assess—the constitutionality of the FAA and the 

admissibility of the fruit of FAA surveillance in this case.  

Should the government refuse to provide the type of notice counsel seek here, it would be 

insisting, in essence, that the FAA and the government’s reliance upon the fruit of FAA 

surveillance are effectively unreviewable by any court.  That result is untenable, particularly in 

light of the Supreme Court’s recent decision in Clapper. In fact, the concerns noted above 

relating to that decision are even more pronounced when it comes to the fruit of FAA 

surveillance.  This is so because there are structural reasons to believe that the government may 

never actually introduce direct FAA evidence in a criminal prosecution—it may, instead, use its 

FAA evidence to seek a traditional FISA order on which it then builds its case.  Indeed, once the 

government initiates an investigation for the purposes of domestic prosecution, it has every 

incentive to convert any FAA surveillance order into a FISA order.  Unlike the FAA, a 

traditional FISA order permits the government to target individuals within the United States, 

thereby capturing a wider swathe of the target’s communications.  In that situation, the 

government’s FISA order may very well be the fruit of the earlier FAA surveillance, yet the 

                                                                                                                                                             
amply supported and certified to by responsible officials; and the results of the surveillance are well within the 
bounds set by the minimization procedures. It is readily apparent that all the statutory requirements have been met.” 
(emphasis added)); 50 U.S.C. § 1806(f) (directing courts to determine if the search was “lawfully authorized and 
conducted”). 
 

Case: 1:12-cr-00723 Document #: 43 Filed: 05/22/13 Page 14 of 16 PageID #:145



15 
 

government does not appear to believe it must disclose this fact.  Unless it is required to give 

notice of all evidence “obtained or derived” from FAA surveillance, the government will be able 

to conceal FAA surveillance through routine investigative practices, rendering the FAA’s notice 

provision entirely ineffectual. 50 U.S.C. § 1806(c) (emphasis added); 50 U.S.C. § 1881e(a). 

The Court should order the government to provide counsel with notice of the legal 

authority it relied upon in obtaining the evidence supporting its FISA application. 

III. CONCLUSION. 

Counsel respectfully request that the Court order the government to state (1) whether the 

electronic surveillance described in its FISA Notice was conducted pursuant to the pre-2008 

provisions of FISA or, instead, the FAA; and (2) whether the affidavit and other evidence offered 

in support of any FISA order relied on information obtained under or derived from an FAA 

surveillance order. 

Respectfully submitted, 
 

/s/Thomas Anthony Durkin                              
       THOMAS ANTHONY DURKIN, 
 

/s/Joshua G. Herman                                     
       JOSHUA G. HERMAN, 
       Attorneys for Defendant Adel Daoud. 
             
 
DURKIN & ROBERTS 
2446 North Clark St. 
Chicago, Illinois 60614 
(312) 913-9300 
tdurkin@durkinroberts.com 
jherman@durkinroberts.com 
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CERTIFICATE OF SERVICE 
 

 Joshua G. Herman, Attorney at Law, hereby certifies that the foregoing Defendant’s 
Memorandum of Law in Support of Motion for Notice of FAA Evidence Pursuant to 50 U.S.C. 
§§ 1881e(a), 1806(c), was served on May 22, 2013, in accordance with Fed.R.Crim.P.49, 
Fed.R.Civ.P.5, LR 5.5, and the General Order on Electronic Case Filing (ECF) pursuant to the 
district court’s system as to ECF filers. 
 
       /s/ Joshua G. Herman    
       JOSHUA G. HERMAN, 
       Attorney at Law. 
 
DURKIN & ROBERTS     
2446 N. Clark Street 
Chicago, IL 60614     
(312) 913-9300 
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