
IN THE UNITED STATES DISTRICT COURT 
FOR THE NORTHERN DISTRICT OF ILLINOIS 

EASTERN DIVISION 
 
UNITED STATES OF AMERICA,  ) 
                                                                        )  
   Plaintiff,           ) 
                 )   
  v.    )  No. 12 CR 723 

)  Judge Sharon Johnson Coleman 
ADEL DAOUD,    ) 
      ) 
   Defendant.        ) 

 

DEFENDANT’S MOTION FOR ADDITIONAL DISCOVERY REGARDING THE 
GOVERNMENT’S SURVEILLANCE AND INVESTIGATION OF DEFENDANT 

 Defendant, ADEL DAOUD, by and through his attorneys, THOMAS ANTHONY 

DURKIN, JANIS D. ROBERTS, and JOSHUA G. HERMAN, pursuant to the Fed. R. Crim. 

P. 16, the Due Process and Effective Assistance of Counsel clauses of the Fifth, and Sixth 

Amendments to the Constitution of the United States, as well as the principles enunciated in 

Brady v. Maryland, 373 U.S. 83 (1963), Giglio v. United States, 405 U.S. 150 (1972), Agurs v. 

United States, 427 U.S. 97 (1976), and United States v. Bagley, 473 U.S. 667 (1986), respectfully 

moves this Court to require the government to disclose immediately any previously undisclosed 

evidence,  information, documentation or materials known to the government or in its 

possession, custody, or control, the existence of which is known or by the exercise of reasonable 

diligence may become known, that is favorable to Defendant and is material to the issues of his 

guilt, innocence, or sentencing, or which bears upon the credibility of a government witness, and, 

as set forth below, are specifically relevant to the government’s surveillance and investigation of 

Defendant. 
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 In support of this motion, Defendant, through counsel, shows to the Court the following: 

1. The government has produced voluminous electronic discovery material 

consisting of Defendant’s online activity and electronic communications, including with the 

three government employees/agents in this case, described in the criminal complaint as two FBI 

online undercover employees (“OCE1” and “OCE2”) and an undercover FBI agent (“UCE”).  

(Complaint, ¶¶ 7, 21).   However, counsel believe that additional relevant discovery may exist 

that is material to the defense of entrapment and that may help establish several essential points, 

including Defendant’s lack of predisposition to commit the charged offenses; Defendant’s lack 

of ability and capacity to commit the charged offenses; the sophisticated and coordinated efforts 

utilized by the government to induce Defendant; and Defendant’s vulnerability and susceptibility 

to such inducement and suggestion by the government employees/agents.  To help illustrate the 

relevance and materiality of the requested discovery, counsel provides a brief overview of the 

law of entrapment.   

2. Entrapment involves “the apprehension of an otherwise law-abiding citizen who, 

if left to his own devices, likely would have never run afoul of the law.” Jacobson v. United 

States, 503 U.S. 540, 553-54 (1992). The purpose of the doctrine of entrapment is to prevent the 

police from turning a law-abiding person into a criminal. See United States v. Evans, 924 F.2d 

714, 717 (7th Cir. 1991).  To present the defense of entrapment to the jury, the defendant must 

produce sufficient evidence upon which a rational jury could have inferred that he was entrapped 

into committing the crime charged. United States v. Santiago-Godinez, 12 F.3d 722, 727 (7th Cir. 

1993).  That is, a defendant must proffer evidence on both elements of entrapment: lack of 

predisposition on part of the defendant to engage in the criminal conduct and government 

inducement of the crime. United States v. Pillado, 656 F.3d 754, 763 (2011); United States v. 
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Haddad, 462 F.3d 783, 789-90 (7th Cir. 2006). Although the defendant’s initial burden requires 

presenting more than a scintilla of evidence, the evidence need not be so substantial that if 

uncontroverted, a court may find entrapment as a matter of law. Santiago-Godinez, 12 F.3d at 

727.  Once the defendant has met this initial burden, the prosecution must prove beyond a 

reasonable doubt that the defendant was disposed to commit the criminal act prior to first being 

approached by government agents. Jacobson, 503 U.S. at 549.  Mere willingness, alone, is not 

sufficient to establish predisposition. United States v. Hollingsworth, 27 F.3d 1196 (7th Cir. 

1994) (en banc). The government must prove that the defendant was ready, poised, and likely to 

commit the crime. Id. 

3. In determining whether a defendant was predisposed to commit the crime at issue, 

courts consider the following factors: (1) the defendant’s character or reputation (including 

background and criminal history); (2) whether the government initially suggested the criminal 

activity; (3) whether the defendant engaged in the criminal activity for profit; (4) whether the 

defendant evidenced a reluctance to commit the offense that was overcome by government 

persuasion; and (5) the nature and extent of the inducement, pressure, or persuasion by the 

government. See United States v. Millet, 510 F.3d 668, 675-76 (7th Cir. 2007). No one factor is 

dispositive, but it is the fourth factor that carries the most weight. Id.1  

                                                       

1Additionally, Seventh Circuit Pattern Criminal Jury Instructions permit the jury to consider (6) whether 
the Government merely invited or solicited the defendant to commit the offense; (7) whether the 
government offered the defendant an ordinary opportunity to commit a crime or instead offered the 
defendant exceptional profits or persuasion; and (8) the defendant’s ability to commit the crime without 
the assistance of the Government’s agents. See Seventh Circuit Pattern Criminal Jury Instruction 6.05, 
“Entrapment – Factors.” 
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4. An entrapment defense requires a showing of government inducement, not 

coercion. While coercion is sufficient to establish inducement, it is not necessary. Pillado, 656 

F.3d at 764. In fact, the Ninth Circuit has noted that, “even very subtle government pressure, if 

skillfully applied, can amount to inducement.” United States v. Poehlman, 217 F.3d 692, 701 

(9th Cir. 2000). Such subtle pressure can take on many forms, such as repeated requests in an 

atmosphere of camaraderie, establishing a friendly relationship and then playing on a defendant’s 

sympathies, or simply providing justifications for the illicit activities. Id. at 701-02. Therefore, a 

proper analysis of inducement requires a thorough understanding and contextualization of the 

entire scope of the government employees/agents’ contacts and relationship with the defendant. 

5. Based on this legal backdrop, counsel request the following discovery material 

from the government:   

a) All Statements in the Government’s Possession by, or Reasonably Attributed 
to, Defendant, Including, but not Limited to, Recorded Face-to-Face 
Conversations, Telephone Calls, Text Messages, Email Correspondence, 
Notes, or Other Accounts of Recorded Verbal or Written Interactions. 

Under Rule 16(a)(1)(A) and United States v. Bailleaux, 685 F.2d 1105, 1112-16 (9th Cir. 

1982), counsel are entitled to all of Defendant’s statements in the government’s possession. 

Under Rule 16, the defense has a complete right to discovery of these materials, especially given 

the breadth of relevance created by the issues implicated by the potential of an entrapment 

defense.  Further, the materials are subject to production on the separate constitutional ground 

that they are potentially exculpatory.  While the government has disclosed voluminous discovery 

containing electronic communications and internet activity attributed to Defendant, as well as 

transcripts of Defendant’s meetings with the UCE, counsel hereby formalize their request for all 

Rule 16(a)(1)(A) material.  
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b) All Materials Related to Government Monitoring of Statements, Electronic 
or Otherwise, by Defendant as Well as his Computer Activity. 

The government has provided notice of its intent to use information gathered from 

surveillance conducted pursuant to the Foreign Intelligence Surveillance Act (“FISA”).  (Dkt. 

#9).  It has also indicated that it would provide notice of its intent to use in this case information 

obtained or derived from the FISA Amendments Act (“FAA”), but that no notice is required 

because it does not intend to use in the course of this prosecution any such evidence obtained or 

derived from FAA-authorized surveillance as to which Defendant is an “aggrieved person.”  

(Dkt. #49, pp. 1-2).   

Given that Defendant was subjected to extensive electronic monitoring, possibly under 

programs such as PRISM or other far-reaching NSA surveillance searches that swept up his 

communications and searched them for key words and terms,2 counsel believe that the 

government has obtained or has access to an extraordinary trove of information regarding 

Defendant that, as discovery tendered indicates, pre-dates his reaching the age of majority. The 

scope of production should be broad because the potential for relevant exculpatory material is 

exceptional.  Disclosure of such material is required even if, in the government’s view, the 

evidence is not admissible at trial. Spence v. Johnson, 80 F.3d 989, 1005 n.14 (5th Cir. 1996); 

United States v. Sudikoff, 36 F.Supp 2d 1196, 1201 (C.D. Cal. 1999) (Brady requires “the 
                                                       

2 See Charlie Savage, N.S.A Said to Search Content of Messages to and From U.S., Aug. 8, 2013, N.Y. 
Times, (available at http://www.nytimes.com/2013/08/08/us/broader-sifting-of-data-abroad-is-seen-by-
nsa.html?hp&_r=0&pagewanted=all).  In this article, Mr. Savage describes in detail the operation of such 
NSA surveillance programs through which the NSA “is searching the contents of vast amounts of 
Americans’ e-mail and text communications into and out of the country, hunting for people who mention 
information about foreigners under surveillance.” Id.    
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disclosure of information that is likely to result in admissible evidence that would give the jury 

or court a more complete basis for judging guilt or punishment.”)  

Accordingly, counsel request that the government produce:   

 All materials related to the accessing, posting, or moderating of 
web sites, fora, or chat groups by Defendant, as well as any 
information, analysis, or report concerning any such site, forum, or 
chat group;   
 

 All materials related to the installation of any keystroke logging 
device, or any other monitoring or surveillance software or tool, 
including any recorder, microphone, or other bug, on the computer 
of Defendant;  
 

 All materials related to any tracing of any Internet Protocol (IP) 
address by the government during the course of its investigation, 
including any material documenting the specific dates on which an 
IP trace was performed; and,   
 

 All materials related to any government monitoring of Defendant’s 
bank or credit accounts or other financial activities. 
 

c) All Materials Related to Any Contact OCE1, OCE2, and UCE Had With 
Defendant by, as Well as Their Identities and Biographical Information. 
 

The government’s initial contacts with Defendant, and all subsequent contacts from that 

point forward, are essential to an evaluation of the entrapment defense. All materials related to 

government agents, contractors, or other persons providing information to the government in 

connection with Defendant should be provided. The scope of production should include all 

materials relative to OCE1, OCE2, and UCE, such as his/her true and correct name, government 

agency affiliation, resume, curriculum vitae, criminal record, and contact information. All 

materials concerning Defendant in the custody of any of the agents should also be produced.  
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d) All Materials Related to the Background, Training, or Experience of Any 
Government Agent Who Contacted Defendant Including, but Not Limited to, 
OCE1, OCE2, and UCE. 

 
The nature and scope of all training or other instruction that the government’s undercover 

employees/agents have received concerning the conduct of undercover sting operations, 

especially those involving terrorism investigations and the use or attempted use of a weapons 

such as explosives, is critical to fully evaluate potential entrapment issues. In addition to the 

defense’s request for discovery, the materials should include any experience or expertise related 

to foreign countries and cultures, as well as that relating to the religion and/or religious practices 

of Islam..   

The Court’s order should also encompass any materials related to coaching or scripting 

encounters with targets and any materials derived from any designated terrorist organization or 

recruiter connected or used to inform the training or strategy employed by the undercover agents 

in any manner. The past experience of any agent in conducting such operations is similarly 

necessary.  For that reason, the Court should direct the government to produce all training 

manuals, procedures, policies, protocols, books, papers, records, and other materials used by the 

relevant government agencies to train agents, employees, or contractors to perform undercover 

operations, including, but not limited to, disclosure of materials related to any other case in 

which an agent involved herein operated as an undercover agent, whether or not the case resulted 

in prosecution. In short, the Court should order the production of any information that 

demonstrates the agent’s training and prior experience in the strategy employed by the 

government agents—OCE1, OCE2, and UCE. 
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e) All Agency Documents, Notes, Memos, and Forms Related to the 
Implementation of the Attorney General’s Guidelines on FBI Undercover 
Operations. 

 
More specific than the general request for all training materials related to the contacts 

OCE1, OCE2, and UCE had with Defendant, counsel seek all discovery material related to how 

the standards set forth in the Attorney General’s Guidelines on Federal Bureau of Investigation 

Undercover Operations were, or were not, employed in this case. (A copy these guidelines is 

attached hereto as Exhibit A.) 

 In what the defense believes is a set of guidelines that government certain FBI 

undercover operations which were published by the Attorney General in 2002, the FBI is 

directed to employ various protocols and procedures in its law enforcement duties. Based on 

these guidelines, which are documented in the attached exhibit, counsel seek the following 

material: 

i. A copy of the proposed undercover application that was submitted for 
approval prior to the undercover agents, OCE1, OCE2, and UCE first 
contacts with Defendant, including whether the proposed undercover 
application was submitted to the Special Agent in Charge or to the FBI 
HQ, and on what basis. Ex. A, pp. 3-7, 10. 
 

ii. A copy of the letter from the appropriate federal prosecutor, agreeing 
with the proposed undercover operation and indicating an intent to 
prosecute.  Ex. A, pp. 10-11. 
 

iii. The written determination, with the stated supporting facts and 
circumstances, approving the proposed undercover operation. Ex. A, 
pp. 3, 8. 
 

iv. The amount of expense approved, and whether or not special approval 
was needed for a higher amount in excess of $50,000. Ex. A, p. 4.  
 

v. Any Committee member notes, minutes, and recordings of discussions 
if the application for the proposed undercover operation was submitted 
by the SAC to the FBIHQ. Ex. A, p. 8. 
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vi. Any further communication or correspondence regarding the proposed 
undercover operation with other entities, such as the United States 
Attorney’s Office, the Attorney General’s Office, Office of the 
General Counsel of the FBI, the Department of Justice, or any other 
appropriate divisions of government agencies, as well as the Director, 
Deputy Director, or Assistant Director of the FBI. Ex. A, pp. 8-9. 
 

vii. A copy of any interim or emergency authorizations sought and 
approved. Ex. A, p. 14. 
 

viii. All documentation related to continued online undercover operation 
authorizations and extensions that were approved. Ex. A, p. 15.  
 

ix. Any documentation and determinations to disapprove the undercover 
operations after a 30-day period. Ex A, p. 16. 
 

x. All documentations, notes, discussions, reports, and any material 
otherwise related to any directives to avoid entrapment issues, as well 
as determinations that such issues do not exist. Notably, the FBI 
undercover guidelines include the following warning: “Entrapment 
must be scrupulously avoided. Entrapment occurs when the 
Government implants in the mind of a person who is not otherwise 
disposed to commit the offense the disposition to commit the offense 
and then induces the commission of that offense in order to prosecute.”  
Ex. A, p. 16 (emphasis added). 
 

xi. All directives given by the SAC or SSA to each undercover employee 
regarding the conduct the undercover employee was expected to 
undertake, in order to prepare the undercover employee for contact 
with Defendant. Ex A, p. 17. 
 

xii. All attempts, if any, to discourage Defendant from committing a 
violent crime. Ex A, p. 17. 
 

xiii. Any written reviews, memos, or reports regarding any review of 
conduct of the undercover employees, and the subsequent 
determinations as to that conduct. Ex. A, p. 17. 
 

xiv. Any further communication with the federal prosecutor with respect to 
the propriety of the operation and the legal sufficiency and quality of 
evidence produced from the activity. Ex A, p. 18. 
 

Such discovery material, as described above, should provide a complete picture of what 

information the FBI and its undercover employees and agents had regarding Defendant. The 
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requested discovery material will be helpful in deconstructing the sophisticated strategy 

employed by the FBI to manipulate Defendant to participate in a terrorist plot to attempt  to 

detonate a faux car bomb in downtown Chicago, rather than discouraging him from engaging in 

that offense, as the guidelines specify. (Ex. A, p. 17).  Additionally, discovery of materials that 

illustrate the break-down of expenditures made by the government to create a case against 

Defendant will be helpful in demonstrating the extraordinary measures the government 

undertook in order to entrap him and to develop a faux car bomb—something far beyond the 

means and capabilities of this young Defendant. It will also be demonstrative of the resources 

available to the government versus the vulnerability of Defendant to inducement, as well as his 

susceptibility to the tactics employed by the government’s various agents with a sophisticated 

and coordinated effort. 

f) All Audio, Video, or Other Recordings of the Undercover Agents Before, 
During, and After Meetings with Defendant. 

 
Counsel have been provided with audio and video recordings of meetings between 

undercover employees/agents and Defendant, during the actual exchanges, in addition to the 

transcripts of those exchanges. However, counsel have not received audiovisual recordings of 

conversations between the employees/agents themselves, both before and after their contact with 

Defendant. The Court should order the production of any other recordings because of their 

potential exculpatory value. Within the recordings may be conversations among the 

employees/agents, including remarks and queries that the defense can evaluate for potential 

entrapment issues.  
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g) All Notes, Minutes, and Debriefing Summaries, Etc., Prepared by OCE1, 
OCE2, and UCE, Including Any Supervising Personnel, in Relation to 
Defendant. 

Similar to the request of audiovisual recordings of the employees/agents, the defense also 

requests any notes, minutes, reports, or debriefing summaries of the agents as they 

communicated with Defendant and noted developments throughout the course of their contact 

with Defendant until his arrest. 

h) All Materials Related to Internal Agency Communications and Internal 
Agency Directives Given to OCE1, OCE2, and UCE, From Supervising 
Personnel, including Materials Pertaining to Tactical and Strategic Decisions 
Made by Government Agents Throughout Their Contact with Defendant. 

Of significant importance to the potential defense of entrapment are the internal 

communications between the undercover employees/agents and their supervising personnel, as 

well as directives given by supervising personnel to the undercover agents. This request is in 

supplement to the request for specific items based on the FBI Undercover Guidelines.  

Questions such as what planning and direction were given to the online employees OCE1 

and OCE2 as to how they should respond to each of Defendant online communications, 

including emails and forum messages are of particular importance, especially given that OCE1 

and OCE2, who portrayed themselves as individuals located in Saudi Arabia and Australia, 

respectively, who never indicated to Defendant that they had any knowledge of the other’s 

existence, often engaged in coordinated electronic communications with Defendant where each 

reinforced the other’s statements, as if they were following a script.  Directions regarding the 

extent to which the government employees/agents were to coax and encourage Defendant are 

also relevant.  Of particular importance and quite material to Defendant’s case, specifically to 
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entrapment issues, is the degree to which the government employees/agents were directed to 

discuss and use religion as a means of lulling Defendant.   

For example, as set forth in the criminal complaint, on or about August 18, 2012, 

Defendant told the UCE that a sheikh at his mosque had “yelled” at him and another individual 

for debating the topic of jihad.  (Complaint, ¶ 40).  Defendant then asked the UCE if the UCE’s 

sheikh could issue a “real fatwah” justifying attacks on Americans, and the UCE agreed to 

“check with his purported sheikh.” (Id., ¶¶ 40-41).  Several days later, Defendant met with the 

UCE who told Defendant that his “sheikh” could not provide guidance because “This has to be in 

your heart, especially jihad.”  (Id. ¶43(b)).  Implicit in this response is the clear import that the 

government’s sheikh disagreed with the local Imams who had previously advised Defendant. 

Finally, discovery of material under this category should also include materials related to 

governmental determinations or concerns that investigated activity by Defendant was protected 

by the First Amendment or did not constitute a completed crime. 

i) All Materials Related to Any Behavioral or Social Science Expert Consulted 
for this Case, or Generally For Terrorism Cases, Including, but not Limited 
to, any Psychiatrist, Psychologist, Social Scientist, Cultural or Religious 
Expert, and any Military or Civilian Psychological Operations or 
Interrogation Expert. 

Throughout their interactions with Defendant, the government agents not only peppered 

their communications with Arabic phrases, but they also made repeated cultural, religious, and 

ethnic references.  As with the request for all training materials in the foregoing paragraph, any 

consultation, training, direction, or guidance that government agents received from any cultural, 

religious, or psychological expert bears directly on the issue of potential entrapment.  The Court 

should therefore order the production of all such materials.   
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Similarly, in the particular context of this case where repeated meetings between an 

isolated adolescent and a sophisticated adult team of undercover agents were involved, any use 

of psychological operations or interrogation techniques may provide potential exculpatory 

information.  Additionally, any material regarding the government’s questioning or assessment 

of Defendant’s mental health and psychological state should be produced.  For example, on 

September 5, 2012, just over one week prior to Defendant’s arrest, the UCE apparently made up 

a story that he found a bottle of medicine near where he met Defendant so that the UCE could 

ask whether Defendant was prescribed any medications.  (Tr., Sept. 15, 2012, pp. 15-17.)   The 

UCE made his motive clear when he asked Defendant point blank:  “You don't take medicine  

for like depression[?]”  (Tr., Sept. 15, 2012, p. 17, lines 1-2). Even more telling, on September 

13, 2012, one day before Defendant’s arrest, the UCE asked the following question:  “A couple 

times you said it, you said that you're crazy. I mean what do you mean you’re crazy?” (Tr., Sept. 

13, 2012, p. 63, lines 20-22). These questions, even on the eve of the scheduled attempted 

detonation of the faux car bomb, indicate the government’s concerns regarding Defendant’s 

mental state.  Additional discovery regarding those concerns and the efforts the government took 

to allay them should be produced as exculpatory, particular insofar as the material relates to 

Defendant’s predisposition and susceptibility to inducement.   

j) All Materials Related to the Surveillance of Defendant and his Family 
Generated from Undercover Agents and Informants, from Settings Such as 
Defendant’s Mosque and School. 

Before and after the government’s first contact with Defendant through its agents, the 

government engaged in court authorized monitoring and surveillance of Defendant. During this 

same time period, the FBI nationally engaged in extensive surveillance of mosques using 
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undercover agents and informants. As evidenced by the declaration of Craig Monteilh in an 

unrelated federal case in Los Angeles, informants receive extensive training regarding methods 

of infiltrating mosques and were required to keep extensive and detailed notes regarding all 

individuals. Fazaga v. FBI, No. 11-301-CJC, CR 66 (Declaration of Craig Monteilh) at 7-22 

(C.D. Cal. Dec. 23, 2011).  A copy of this declaration is attached hereto as Exhibit B.    

Any material relating to Defendant and his family should be produced under Brady 

because it directly relates to lack of predisposition as well as the potential influence and 

inducement of agent provocateurs. The observations of agents or informants at Defendant’s 

mosque in Villa Park, IL during normal sessions, summer camps, sponsored trips, including any 

purported statements or discussions recorded, should be produced as potentially exculpatory, 

demonstrating law-abiding and appropriate religious activity. Any discussions or interviews 

conducted with third parties at the mosque that had information about Defendant, his family or 

friends, should also be produced.   

k) All Materials Related to Government Activities Conducted Pursuant to 
Warrants, Court Orders, Subpoenas, or any other Authorizations in 
Connection with this Case.  

While the parties are presently litigating the extent to which, if at all, notice of FAA 

evidence should be disclosed by the government pursuant to statute, Defendant hereby requests 

the disclosure pursuant to Brady of any evidence acquired under the FAA.  The government, in 

its August 8, 2013, Sur-Reply to Defendant’s Motion for Notice of FAA Evidence (Dkt. #49), 

does not deny that FAA surveillance has played a role in this case—it simply implies that 

Defendant is not entitled to notice because his communications were not intercepted under that 

authority. But even if the FAA was used to capture the communications of others, leading 
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investigators to Defendant, he is still entitled to discovery of this material under Brady.  Indeed, 

it is clear from Senator Diane Feinstein’s testimony on December 27, 2012, that FAA 

surveillance contributed to this prosecution.  The government should come forward with that 

information so that Defendant has an opportunity to examine any potentially exculpatory 

material and to test the legal and factual basis for the evidence presented against him.  

Among other reasons for this relief, although the government acknowledges its obligation 

to provide notice of its intent to use FAA evidence, the government continues to interpret the 

relevant statutes in a manner that shields the FAA from any meaningful review.  Of course, it is 

the government that possesses the information acquired by surveillance and it chooses how to 

use that material in prosecutions.  Counsel and the court are therefore at the mercy of the 

government regarding its representations, such as that Defendant is not an “aggrieved person” 

against whom it intends to use evidence derived or obtained from the FAA.  Casting no 

aspersions upon the attorneys for the government,3 these conclusory representations are 

becoming increasingly difficult to accept given the recent disclosures regarding NSA 

surveillance programs, including the re-creation of criminal investigations that began with NSA 

surveillance, such as the parallel construction process conducted by the Special Operation 

Division of the DEA.  See Shiffman, John; Kristina Cooke (Aug 5, 2013), Exclusive: U.S. directs 

agents to cover up program used to investigate Americans, Reuters (available at 

http://www.reuters.com/article/2013/08/05/us-dea-sod-idUSBRE97409R20130805).  The truth 

of the matter may well be that the intelligence agencies are deliberately misleading—if not 

outright lying—to the prosecutors.  Particularly in light of these recent disclosures of abusive 

                                                       

3 It may be that the intelligence agencies are deliberately misleading—if not outright lying—to the 
prosecutors.  
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surveillance programs, Defendant’s fair trial rights and rights to obtain exculpatory information 

should not be defeated by nuanced and one-sided statutory interpretation.   

In responding to this request, the government should disclose the dates of any and all 

FISA applications and orders related to Defendant. 

6. Pursuant to L. Cr. R. 12.1(b), undersigned counsel Herman represents that on 

August 6, 2013, he conferred with Assistant United States Attorneys Barry Jonas and William 

Ridgway regarding these discovery requests, who informed counsel that they would review the 

requests in writing and take them under advisement.  

7. For the foregoing reasons, the Court should grant Defendant’s Request for 

Additional Discovery.  

 

Respectfully submitted, 

/s/Thomas Anthony Durkin                              
       THOMAS ANTHONY DURKIN, 
 
 

/s/Janis D. Roberts     
JANIS D. ROBERTS,  
 

 
/s/Joshua G. Herman                                      

       JOSHUA G. HERMAN, 
       Attorneys for Defendant Adel Daoud. 
             

DURKIN & ROBERTS 
2446 North Clark St. 
Chicago, Illinois 60614 
(312) 913-9300 
tdurkin@durkinroberts.com 
jherman@durkinroberts.com 
jdroberts@durkinroberts.com  
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CERTIFICATE OF SERVICE 

 Thomas Anthony Durkin, Attorney at Law, hereby certifies that Defendant’s Motion For 
Additional Discovery Regarding the Surveillance and Investigation of Defendant  was served on 
August 9, 2013, in accordance with Fed.R.Crim.P.49, Fed.R.Civ.P.5, LR 5.5, and the General 
Order on Electronic Case Filing (ECF) pursuant to the district court’s system as to ECF filers. 

 

       /s/ Thomas Anthony Durkin                                      
       THOMAS ANTHONY DURKIN 
       2446 N. Clark Street 
       Chicago, IL 60614 
       (312) 913-9300 
       tdurkin@durkinroberts.com 
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THE ATTORNEY GENERAL'S G urn ELINES ON
FEDERAL BUREAU OF INVESllGA TION

UNDERCOVER OPERATIONS
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PREAMBLE

The following Guidelines on the use of undercover activities and operations by the
Federal Bureau of Investigation (FBI) are issued under the authority of the Attorney General as
provided in sections 509, 510, and 533 of title 28, United States Code. They apply to
investigations conducted by the FBI pursuant to the Attorney General's Guidelines on General
Crimes, Racketeering Enterprise and Terrorism Enterprise Investigations.
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INTRODUCTION

The use of undercover techniques, including proprietary business entities, is essential to
the detection, prevention, and prosecution of white collar crimes, public corruption, terrorism,
organized crime, offenses involving controlled substances, and other priority areas of
investigation. However, these techniques inherently involve an element of deception and may
require cooperation with persons whose motivation and conduct are open to question, and so
should be carefully considered and monitored.

D. DEFINITIONS

"Undercover Activities" means any investigative activity involving the use of an
assumed name or cover identity by an employee of the FBI or another Federal, state, or
local law enforcement organization working with the FBI.

A.

B. "Undercover Operation" means an investigation involving a series of related
undercover activities over a period of time by an undercover employee. For purposes of
these Guidelines, a "series of related undercover activities" generally consists of more
than three separate substantive contacts by an undercover employee with the individua1(s)
under investigation. However, undercover activity involving sensitive or fiscal
circumstances constitutes an undercover operation regardless of the number of contacts
involved. A contact is "substantive" if it is a communication with another person,
whether by oral, written, wire, or electronic means, which includes information of
investigative interest. Mere incidental contact, e.g., a conversation that establishes an
agreed time and location for another meeting, is not a substantive contact within the
meaning of these Guidelines.

NOTE: In the context of online communications, such as e-mail and Internet Relay Chat (IRC),
multiple transmissions or e-mail messages can constitute one contact, much like a series of
verbal exchanges can comprise a single conversation. Factors to be considered in determining
whether multiple online transmissions constitute a single contact or multiple contacts include the
time between transmissions, the number of transmissions, the number of interruptions, topical
transitions, and the media by which the communications are exchanged (i.e., e-mail versus IRC).
For more detailed discussion, see the Online Investigative Principles for Federal Law
Enforcement Agents, Principle 6, Section C.

"Undercover Employee" means any employee of the FBI, or employee of a Federal,
state, or local law enforcement agency working under the direction and control of the FBI
in a particular investigation, whose relationship with the FBI is concealed from third
parties in the course of an investigative operation by the maintenance of a cover or alias
identity.

c.

"Proprietary" means a sole proprietorship, partnership, corporation, or other business
entity operated on a commercial basis, which is owned, controlled, or operated wholly or
in part on behalf of the FBI, and whose relationship with the FBI is concealed from third

parties.

D.
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"Appropriate Federal Prosecutor" means a United States Attorney or Section Chief in
the Criminal Division of the Department of Justice (DOJ).

E.

"Joint Undercover Operation" means an undercover operation conducted jointly by the
FBI and another law enforcement agency, except that an operation in which FBI
participation is confmed to contribution of limited financial or equipment resources or
technical advice does not constitute a joint undercover operation.

F.

III. GENERAL AUTHORITY AND PURPOSE

The FBI may engage in undercover activities and undercover operations pursuant to these
Guidelines that are appropriate to carry out its law enforcement responsibilities, including the
conduct of preliminary inquiries, general crimes investigations, and criminal intelligence
investigations. In preliminary inquiries, these methods may be used to further the objective of
inquiry into possible criminal activities by individuals or groups to determine whether a full
investigation is warranted. In general crimes investigations, these methods may be used to
further the investigative objectives of preventing, solving, and prosecuting crimes. In criminal
intelligence investigations - i.e., racketeering enterprise investigations and terrorism enterprise
investigations - these methods may be used to further the investigative objective of ascertaining
such matters as the membership, finances, geographical dimensions, past and future activities,
and goals of the enterprise under investigation, with a view to the longer range objectives of
detection, prevention, and prosecution of the criminal activities of the enterprise.

These guidelines do not apply to investigations utilizing confidential infomlants,
cooperating witnesses or cooperating subjects, unless the investigation also utilizes an
undercover employee. However, the FBI, through the development of internal policy, may
choose to apply these Guidelines to certain confidential infomlant, cooperating witness, and
cooperating subject operations by referring such matters to the Undercover Review Committee
pursuant to Section IV.D(6).

The FBI may participate in joint undercover activities with other law enforcement
agencies and may operate a proprietary to the extent necessary to maintain an operation's cover
or effectiveness. Joint undercover operations are to be conducted pursuant to these Guidelines.
However, if a joint undercover operation is under the direction and control of another federal law
enforcement agency and is approved through a sensitive operations review process substantially
comparable to the process under these Guidelines, the other agency's process may be relied on in
lieu of the process under these Guidelines. In any undercover activity or operation in which an
FBI undercover employee participates, Sections IV.H and VI.A-B of these Guidelines shall
apply, regardless of which agency directs and controls the operation.

2
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IV. AUTHORIZATION OF UNDERCOVER OPERATIONS- - - - -- - - --- - - - - - - - -

GENERAL APPROVAL STANDARDSA.

Any official considering approval or authorization of a proposed undercover application
shall weigh the risks and benefits of the operation, giving careful consideration to the following
factors:

(1) The risk of personal injury to individuals, property damage, financialloss to persons
or businesses, damage to reputation, or other hann to persons;

(2) The risk of civil liability or other loss to the Government;

(3) The risk of invasion of privacy or interference with privileged or confidential
relationships and any potential constitutional concerns or other legal concerns;

(4) The risk that individuals engaged in undercover operations may become involved in
illegal conduct restricted in Section N .H below; and

(5) The suitability of Government participation in the type of activity that is expected to
occur during the operation.

UNDERCOVER OPERATIONS WHICH MAY BE AUTHORIZED BY THE
SPECIAL AGENT IN CHARGE (SAC)

B.

(1) The establishment, extension, or renewal of all undercover operations to be supervised
by a given field office must be approved by the SAC. If the undercover operation does
not involve any of the factors listed in Section IV .C below, this approval shall constitute
authorization for the operation. Approval requires a written determination, stating
supporting facts and circumstances, that:

(a) Initiation of investigative activity regarding the alleged criminal conduct or
criminal enterprise is warranted under any applicable departmental guidelines;

(b) The proposed undercover operation appears to be an effective means of
obtaining evidence or necessary information. This finding should include a
statement of what prior investigation has been conducted and what chance the
operation has of obtaining evidence or necessary information concerning the
alleged criminal conduct or criminal enterprise;

~: The gathering of evidence and infonnation through undercover operations
furthers the investigative objectives of detecting, preventing, and prosecuting
crimes. See Sections I and ill above. In furthering these objectives, the Attorney
General's Guidelines on General Crimes, Racketeering Enterprise and Terrorism

3
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Enterprise Investigations (part I) state that "[t]he FBI shall not hesitate to use any
lawful techniques consistent with these Guidelines, even if intrusive, where the
intrusiveness is warranted in light of the seriousness of a crime or the strength of
the infonnation indicating its commission or potential future commission. This
point is to be particularly observed in the investigation of terrorist crimes and in
the investigation of enterprises that engage in terrorism." As with other
investigative techniques, Special Agents in Charge should be guided by this
principle in considering and approving undercover operations. The principle, as
noted, applies with particular force where the undercover operation is directed to
gathering information that will help to solve and prosecute terrorist offenses or
prevent the future commission of acts of terrorism.

(c) The undercover operation will be conducted with minimal intrusion consistent
with the need to collect the evidence or infonnation in a timely and effective
manner;

(d) Approval for the use of any confidential infomlant has been obtained as
required by the Attorney General's Guidelines Regarding the Use of Confidential
Infomlants;

(e) Any foreseeable participation by an undercover employee in illegal activity
that can be approved by the SAC on his or her own authority is justified by the
factors noted in paragraph H; and

(f) If there is no present expectation of the occurrence of any of the sensitive or
fiscal circumstances listed in paragraph C, a statement to that effect.

(2) Undercover operations may be authorized pursuant to this subsection for up to six
months and continued upon renewal for an additional six-month period, for a total ofno
more than one year. Undercover operations initiated pursuant to this subsection may not
involve the expenditure of more than $50,000 ($100,000 in drug cases of which a
maximum of$50,000 is for operational expenses), or such other amount that is set from
time to time by the Director, without approval from FBI Headquarters (FBIHQ).

(3) The SAC may delegate the responsibility to authorize the establishment, extension, or
renewal of undercover operations to designated Assistant Special Agents in Charge. The
delegation of this responsibility by the SAC should be in writing and maintained in the
appropriate field office. However, all undercover operations which must be authorized at
FBIHQ must be approved by the SAC.

(4) A copy of all written approvals described in (1) above shall be forwarded promptly to
FBIHQ.

4
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OPERATIONS WHICH MUST BE APPROVED AT FBIHQc.
(1) Fiscal Circumstances

In all undercover operations involving the fiscal circumstances set out below, the SAC
shall submit an application to FBlliQ in accordance with Section N .F below. A
recommendation for authorization may be forwarded directly to the Director or
designated Assistant Director or, in operations involving only fiscal circumstances (a)-(c),
to the designated Deputy Assistant Director for fmal review and authorization, provided
that the approval levels conform to all applicable laws.

Applications for approval of undercover operations referred to FBlliQ only because of
fiscal circumstances need not be considered or approved by the Undercover Review
Committee.

For purpose of these Guidelines, an undercover operation involves fiscal circumstances if
there is a reasonable expectation that the undercover operation will-

(a) Require the purchase or lease of property, equipment, buildings, or facilities;
the alteration of buildings or facilities; a contract for construction or alteration of
buildings or facilities; or prepayment of more than one month's rent;

NOTE: The purchase, rental, or lease of property using an assumed name or cover
identity to facilitate a physical or technical surveillance is not an undercover operation for
purposes of these Guidelines. However, since the expenditure of appropriated funds is
involved, approval must be obtained from FBlliQ in conformance with applicable laws.

(b) Require the deposit of appropriated funds or proceeds generated by the
undercover operation into banks or other financial institutions;

(c) Use the proceeds generated by the undercover operation to offset necessary
and reasonable expenses of the operation;

(d) Require a reimbursement, compensation, or indemnification agreement with
cooperating individuals or entities for services or losses incurred by them in aid of
the operation (any such agreement entered into with third parties must be
reviewed by the FBI's Office of the General Counsel and Office of the Chief
Contracting Officer); or

(e) Exceed the limitations on duration or commitment of resources established by
the Director for operations initiated at the field office level.

5
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(2) Sensitive Circumstances

In all undercover operations involving any sensitive circumstances listed below, the SAC
shall submit an application to FBllIQ in accordance with paragraph F below. The
application shall be reviewed by appropriate supervisory personnel at FBllIQ and, if
favorably recommended, sent to the Undercover Review Committee for consideration.
The application shall then be forwarded to the Director or a designated Assistant Director,
who may approve or disapprove the application.

For purposes of these Guidelines, sensitive circumstances are involved if there is a
reasonable expectation that the undercover operation will involve -

(a) an investigation of possible criminal conduct by any elected or appointed
official, or political candidate, for a _iudicial. legislative, management. or
executive-level position of trust in a Federal, state, or local governmental entity or
political subdivision thereof;

(b) an investigation of ~ public official at the Federal, state, or local level in any
matter involving systemic corruption of any governmental function;

(c) an investigation of possible criminal conduct by any foreign official or
government, religious organization, political organization, or the news media;

NOTE: There are some circumstances involving officials in judicial, legislative,
management, or executive-level positions which may logically be considered
nonsensitive. In such instances, the Section Chief, Integrity in Government/Civil Rights
Section, Criminal Investigative Division, FBlliQ, who is a member of the Criminal
Undercover Operations Review Committee and has a national perspective on matters
involving public officials, must be consulted for a determination as to whether the
undercover operation should be presented to the Undercover Review Committee.

(d) Engaging in activity having a significant effect on or constituting a significant
intrusion into the legitimate operation of a Federal, state, or local governmental
entity;

(e) Establishing, acquiring, or operating a proprietary;

(f) Providing goods or services which are essential to the commission of a crime,
which goods and services are reasonably unavailable to a subject of the
investigation except from the Government;

(g) Activity by an undercover employee that is proscribed by Federal, state, or
local law as a felony or that is otherwise a serious crime - but not including the
purchase of stolen or contraband goods; the delivery or sale by the Government of

6
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stolen property whose ownership cannot be determined; the controlled delivery of
drugs which will not enter commerce; the conduct of no more than five money
laundering transactions, not to exceed a maximum aggregate amount of$1
million; the payment of bribes which are not included in the other sensitive
circumstances; or the making of false representations to third parties in
concealment of personal identity or the true ownership of a proprietary (this
exemption does not include any statement under oath or the penalties of perjury -

see paragraph H below);

NOTE: Some of the above activities - for example, the controlled delivery of drugs, bribe
payments, and certain transactions that involve depositing funds into banks or other
financial institutions - are subject to specific review and approval procedures. These
matters must be coordinated with FBIHQ.

(h) A significant risk that a person participating in an undercover operation will be
arrested or will supply falsely sworn testimony or false documentation in any legal
or administrative proceeding (see paragraph H below);

(i) Attendance at a meeting or participation in commwrications between any
individual and his or her lawyer;

(j) A significant risk that a third party will enter into a professional or confidential
relationship with a person participating in an undercover operation who is acting
as an attorney, physician, clergyman, or member of the news media;

(k) A request to an attorney, physician, member of the clergy, or other person for
information that would ordinarily be privileged or to a member of the news media
concerning an individual with whom the news person is known to have a
professional or confidential relationship;

(1) Participation in the activities of a group under investigation as part of a
terrorism enteIprise investigation or recruiting a person from within such a group
as an informant;

(m) A significant risk of violence or physical injury to individuals or a significant
risk of financial loss;

(n) Activities which create a realistic potential for significant claims against the
United States arising in tort, contract, or for compensation for the "taking" of
property, or a realistic potential for significant claims against individual
government employees alleging constitutional torts; or

,
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(0) Untrue representations by a person participating in the undercover operation
concerning the activities or involvement of any third person without that
individual's knowledge or consent.

CRIMINAL UNDERCOVER OPERATIONS REVIEW COMMITTEE
(UNDERCOVER REVIEW COMMITTEE)

D.

(I) The Undercover Review Committee shall consist of appropriate employees of the FBI
designated by the Director and Criminal Division attorneys designated by the Assistant
Attorney General in charge of the Criminal Division, DOl, to be chaired by a designee of
the Director.

(2) When an application from a SAC for approval of an undercover operation involving
sensitive circumstances specified in paragraph C(2) is received by FBlliQ, upon
recommendation by the FBIHQ substantive section, the Committee members will meet to
review the application. Criminal Division members of the Committee may consult with
appropriate FBI personnel, senior DO] officials, and the United States Attorney as
deemed appropriate. The Committee shall submit the application to the Director or
designated Assistant Director with a recommendation for approval or disapproval of the
request and any recommended changes or amendments to the proposal.

(3) In addition to the considerations contained in Section N.A above, the Committee
shall also examine the application to determine whether adequate measures have been
taken to minimize the incidence of sensitive circumstances and reduce the risks ofhaml
and intrusion that are created by such circumstances. If the Committee recommends
approval of an undercover operation, the recommendation shall include a brief written
statement explaining why the operation merits approval in light of the anticipated
occurrence of sensitive circumstances.

(4) The Committee shall recommend approval of an undercover operation only upon
reaching a consensus, provided that:

(a) If one or more of the designees of the Assistant Attorney General in charge of
the Criminal Division does not join in a recommendation for approval of a
proposed operation because of legal, ethical, prosecutive, or departmental policy
considerations, the designee shall promptly advise the Assistant Attorney General
and no further action shall be taken on the proposal until the designated Assistant
Director has had an opportunity to consult with the Assistant Attorney General;
and

(b) If, upon consultation, the Assistant Attorney General disagrees with a decision
by the designated Assistant Director to approve the proposed operation, no further
action shall be taken on the proposal without the approval of the Deputy Attorney
General or the Attorney General.

8
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(5) The Committee should consult the Office of the General Counsel of the FBI and the
Office of Legal Counselor other appropriate division or office at DOJ about significant
unsettled legal questions concerning authority for, or the conduct of, a proposed
undercover operation.

(6) The Director, Assistant Attorney General, or other official designated by them may
refer any sensitive investigative matter, including informant, cooperating witness, and
cooperating subject operations, to the Undercover Review Committee for advice,
recommendation or comment, regardless of whether an undercover operation is involved.
A SAC may, consistent with FBI policy, submit an undercover operation for review by
FBlliQ and the Undercover Review Committee, regardless of whether the sensitive
circumstances listed in these Guidelines are present.

(7) The United States Attorney, SAC or any member of their staffs, may attend the
Undercover Review Committee in order to advocate for the approval of an undercover
operation.

(8) If the SAC and the United States Attorney jointly disagree with any stipulation set by
the Undercover Review Committee regarding the approval of an undercover operation,
they may consult with the chairman of the Committee who may schedule a meeting of the
committee to reconsider the issue in question.

(9) At any time during the undercover operation the SAC can appeal any FBlliQ decision
directly to the Assistant Director. Likewise, the United States Attorney can appeal
directly to the Assistant Attorney General, Criminal Division, or the Deputy Attorney
General as appropriate.

APPROVAL BY THE DIRECTOR, DEPUTY DIRECTOR, DESIGNATED
EXECUTIVE ASSISTANT DIRECTOR, OR DESIGNATED ASSISTANT
DIRECTOR

E.

A designated Assistant Director may approve an undercover operation considered by the
Undercover Review Committeet unless the investigation involves sensitive circumstance (1) or
(m). Except in the limited circumstances described in paragraph I below t only the Directort the
Deputy Director t or a designated Executive Assistant Director may approve a proposed operation
if a reasonable expectation exists that:

(1) The undercover operation will be used to participate in the activities of a group under
investigation as part of a terrorism enterprise investigation or to recruit a person from
within such a group as an informant (sensitive circumstance (1»; or

(2) There may be a significant risk of violence or personal injury to individuals or a
significant risk offmancialloss (sensitive circumstance (m)).

9
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APPLICATION/NOTIFICATION TO FBmQF.

(1) Application to FBIHQ must be made for any undercover operation requiring FBIHQ
approval. Each application shall include:

(a) The written SAC approval described in paragraph B(I) above;

(b) A description of the proposed operation and the particular cover to be
employed; any informants or other cooperating persons who will assist in the
operation, including background information, arrest record, and plea agreements;
the particular offense or criminal enterprise under investigation; and any
individuals known to be involved;

(c) A statement of the period of time for which the operation would be
maintained;

(d) A description of how the requirements concerning any inducements to be
offered as discussed in Section V.B. below have been met; and

(e) A statement of proposed expenses

(2) Applications for approval of undercover operations involving sensitive circumstances
listed in paragraph C(2) shall also include the following infonnation:

(a) A statement of which circumstances are reasonably expected to occur, what
the facts are likely to be, and why the undercover operation merits approval in
light of the circumstances, including:

(i) For undercover operations involving sensitive circumstance (g), a
statement why the participation in otherwise illegal activity is justified
under the requirements of paragraph H below; and

(ii) For undercover operations involving sensitive circumstance (1). a
statement why the infiltration or recruitment is necessary. a description of
procedures to minimize any acquisition, retention. and dissemination of
infonnation that does not relate to the matter under investigation or to
other authorized investigative activity. and an explanation of how any
potential constitutional concerns and any other legal concerns have been
addressed.

(b) A letter from the appropriate Federal prosecutor indicating that he or she has
reviewed the proposed operation, including the sensitive circumstances reasonably
expected to occur, agrees with the proposal and its legality, and will prosecute any
meritorious case that has developed. The letter should include a finding that the

10
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proposed investigation would be an appropriate use of the undercover technique
and that the potential benefits in detecting, preventing, or prosecuting criminal
activity outweigh any direct costs or risks of other hanD.

(3) An application for the extension or renewal of an undercover operation should
describe the results obtained from the operation or explain any failure to obtain
significant results and, where sensitive circumstances are involved, should include a letter
from the appropriate Federal prosecutor favoring the extension or renewal of authority.

(4) The FBI shall immediately notify the Deputy Attorney General whenever FBIHQ
disapproves an application for approval of an undercover operation and whenever the
Undercover Review Committee is unable to reach consensus concerning an application.

DURATION OF AUTHORIZAllONG.

(1) An undercover operation approved by FBIHQ may not continue longer than is
necessary to achieve the objectives specified in the authorization, nor in any event longer
than six months, without new authorization to proceed, except pursuant to subparagraph
(3) below.

(2) If there is significant change in either the direction or objectives of an undercover
operation approved by FBIHQ, the operation must be reviewed by the Undercover
Review Committee to determine whether a new authorization is necessary.

(3) An undercover operation which requires review by the Undercover Review
Committee may be initiated or extended on an interim basis by the designated Assistant
Director in the event of exigent circumstances, for a period not to exceed 30 days. In the
case of an initial authorization, budget enhancement, or change in focus, the interim
authority must be ratified by the Undercover Review Committee at its next scheduled

meeting.

(4) An undercover operation initially authorized by the SAC must be reauthorized by a
designated Assistant Director, pursuant to Section N.C-F, ifit lasts longer than 12
months or involves the expenditure of more than $50,000 ($100,000 in drug cases of
which a maximum of $50,000 is for operational expenses), or such other amount that is
set from time to time by the Director. No undercover operation approved at the field
office level may continue for more than one year without obtaining approval at FBIHQ.

(5) An undercover operation approved by an SAC is deemed to commence on the date
approved. IlQ! on the date covert activity is begun.

(6) Among the factors to be considered in a determination by any approving official of
whether an undercover operation should be renewed or extended are:

11
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(a) The extent to which the operation has produced the results anticipated when it
was established;

(b) The potential for future success beyond that initially targeted;

(c) The extent to which the investigation can continue without exposing the
undercover operation; and

(d) The extent to which continuation of the investigation may cause injury,
financial or otherwise, to innocent parties.

PARTICIPATION IN OTHERWISE ILLEGAL ACnVITY BY UNDERCOVER
EMPLOYEES

H.

Except when authorized pursuant to these Guidelines, no undercover employee shall
engage in any activity that would constitute a violation of Federal, state, or local law if engaged
in by a private person acting without authorization. For purposes of these Guidelines, such
activity is referred to as otherwise illegal activity.

(1) Justification: No official shall recommend or approve participation by an undercover
employee in otherwise illegal activity unless the participation is justified:

(a) to obtain information or evidence necessary for the success of the investigation
and not reasonably available without participation in the otherwise illegal activity;

(b) to establish or maintain credibility of a cover identity; or

(c) to prevent death or serious bodily injury.

(2) Minimization: The FBI shall take reasonable steps to minimize the participation of an
undercover employee in any otherwise illegal activity.

(3) Prohibitions: An undercover employee shall not:

(a) participate in any act of violence except in self-defense;

(b) initiate or instigate any plan to commit criminal acts except in accordance with
Section V (concerning avoidance of entrapment) below; or

(c) participate in conduct which would constitute unlawful investigative
techniques (e.g., illegal wiretapping, illegal mail openings, breaking and entering,
or trespass amounting to an illegal search).

12
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(4) Self-Defense: Nothing in these Guidelines prohibits an undercover employee from
taking reasonable measures of self-defense in an emergency to protect his or her own life
or the lives of others against wrongful force. Such measures shall be reported to the
appropriate Federal prosecutor and FBIHQ, who shall inform the Assistant Attorney
General for the Criminal Division as soon as possible.

(5) Authorization:

(a) The SAC must approve all undercover operations and activities, including
those which contemplate participation in otherwise illegal activity. This approval
shall constitute authorization of:

(i) otherwise illegal activity which is a misdemeanor or similar minor
crime under Federal, state, or local law;

(ii) consensual monitoring, even if a crime under local law;

(iii) the purchase of stolen or contraband goods;

(iv) the delivery or sale of stolen property which cannot be traced to the
rightful owner;

(v) the controlled delivery of drugs which will not enter commerce;

(vi) the payment of bribes which is not included in the sensitive
circumstances;

(vii) the making of false representations to third parties in concealment of
personal identity or the true ownership of a proprietary (but not any
statement under oath or the penalties of perjury, which must be authorized
pursuant to subparagraph (b) below); and

(viii) conducting no more than five money laundering transactions, not to
exceed a maximum aggregate amount of$1 million.

(b) Participation in otherwise illegal activity which is a felony or its equivalent
under Federal, state, or local law and which is not otherwise excepted under
Section IV .C(2)(g) above, requires additional authorization by the Assistant
Director after review by the Undercover Review Committee. See Section IV .E.

(c) Participation in otherwise illegal activity which involves a significant risk of
violence or physical injury requires authorization by the Director, Deputy
Director, or designated Executive Assistant Director after review by the
Undercover Review Committee. See Section N .E.

IJ
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(d) If an undercover employee believes it to be necessary and appropriate under
the standards set out in paragraph H(l) above, to participate in otherwise illegal
activity that was not foreseen or anticipated, every effort should be made to
consult with the SAC, who shall seek emergency interim authority from the
designated Assistant Director, and review by the Undercover Review Committee
if possible, or, if necessary, may provide emergency authorization under
paragraph I below. If consultation is impossible, and the undercover employee
concludes that there is an immediate and grave threat to life, physical safety, or
property, the undercover employee may participate in the otherwise illegal
activity, so long as he does not take part in and makes every effort to prevent any
act of violence. A report to the SAC shall be made as soon as possible, who shall
submit a written report to FBIHQ, which shall promptly inform the Undercover
Review Committee. A decision by an undercover employee to participate in
otherwise illegal activity under this subsection may be retroactively authorized if

appropriate.

(e) If an undercover operation results in violence in the course of criminal activity,
and an undercover employee, informant, or cooperating witness has participated in
any manner in the criminal activity, the SAC shall immediately inform the
appropriate Federal prosecutor and FBIHQ, which shall inform the Assistant
Attorney General in charge of the Criminal Division as soon as possible.

INTERIM/EMERGENCY AUTHORIZATIONI.

(1) In situations which require the prior written authorization of the SAC, the SAC may
orally approve an undercover operation when he or she detennines that a significant
investigative opportunity would be lost were the time taken to prepare a written
authorization. The required written authorization, with the justification for the oral
approval included, shall be prepared promptly and forwarded to FBIHQ.

(2) Emergency interim authorization procedures are in place within FBllIQ that provide
for expeditious review and authorization of a proposed undercover operation. See
paragraph G(3). If the SAC concludes that a situation exists which makes even this
expedited procedure too lengthy, in any of the following situations, the SAC may
authorize the undercover operation:

(a) In situations which would otherwise require approval by the designated
Assistant Director, the SAC may approve an undercover operation when he or she
determines that without immediate initiation, extension, or renewal of an
operation, life, property, or personal safety of individuals would be placed in
serious danger.

(b) In situations which involve sensitive circumstance (I) or (m), the SAC may
approve an undercover operation when he or she determines that the initiation,

14
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extension, or renewal of an operation is imperative to protect life or prevent. ..
senous InJury.

(c) In situations which involve sensitive circumstance (1), or other investigative
activity relating to terrorism, the SAC may approve an undercover operation when
he or she determines that the initiation, extension, or renewal of an operation is
necessary to avoid the loss of a significant investigative opportunity.

Before providing authorization in these situations, the SAC shall attempt to consult with
the appropriate Federal prosecutor and with a designated Assistant Director.

(3) The power to provide emergency authorizations under subparagraph (2) may not be
delegated pursuant to Section IV .B(3).

(4) In situations arising under subparagraph (2), a written application for approval must
be submitted to FBIHQ within 48 hours after the operation has been initiated, extended,
or renewed, together with the initial finding and a written description of the emergency
situation. As soon as it is notified of an emergency authorization, FBIHQ shall notify the
DOJ members of the Undercover Review Committee. If the subsequent written
application for approval is denied, a full report of all activity undertaken during the
course of the operation must be submitted to the Director, who shall inform the Deputy
Attorney General.

(5) In online undercover operations, a SAC or his or her designee may authorize, in
writing, continued online undercover contact for a period not to exceed 30 days if it is
essential to continue online contact with a subject in order to either maintain credibility or
avoid permanent loss of contact with a subject during the period of time in which an
application for an online undercover operation is being prepared and submitted for
approval. If the proposed undercover operation is one that must be approved by an
Assistant Director under Section IV .C(2), the appropriate offices at FBIHQ must be
notified promptly of the decision to grant this interim authority. Furthermore, a full
report of all online activity occurring during this period must be submitted to the
approving authority as soon as practicable. If approved, the undercover employee
maintaining online contact during this period must:

(a) Maintain an accurate recording of all online communication;

(b) Avoid otherwise illegal activity;

(c) Maintain as limited an online profile as possible consistent with the need to
accomplish the objectives stated above;

(d) Avoid physical contact with subjects;

IS
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(e) Take all necessary and reasonable actions during the interim period to protect
potential victims and prevent serious criminal activity if online contact reveals a
significant and imminent threat to third party individuals, commercial
establishments, or government entities; and

(f) Cease undercover activities if, during the 30-day period, a detennination is
made to disapprove the undercover operation.

v. PROTECTING INNOCENT PARnES AGAINST ENTRAPMENT

A. ENTRAPMENT

Entrapment must be scrupulously avoided. Entrapment occurs when the Government
implants in the mind of a person who is not otherwise disposed to commit the offense the
disposition to commit the offense and then induces the commission of that offense in order to

prosecute.

B. AUTHORIZATION REQUIREMENTS

In addition to the legal prohibition on entrapment, additional restrictions limit FBI
undercover activity to ensure, insofar as it is possible, that entrapment issues do not adversely
affect criminal prosecutions. As a result, no undercover activity involving an inducement to an
individual to engage in crime shall be authorized unless the approving official is satisfied that -

(1) The illegal nature of the activity is reasonably clear to potential subjects; and

(2) The nature of any inducement offered is justifiable in view of the character of the
illegal transaction in which the individual is invited to engage; and

(3) There is a reasonable expectation that offering the inducement will reveal illegal
activity; and

(4) One of the two following limitations is met:

(i) There is reasonable indication that the subject is engaging, has engaged, or is
likely to engage in the illegal activity proposed or in similar illegal conduct; or

(ii) The opportunity for illegal activity has been structured so that there is reason
to believe that any persons drawn to the opportunity, or brought to it, are
predisposed to engage in the contemplated illegal conduct.

16
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c. EXCEPTION

The alternative requirements of paragraph B(4), while not required by law, are imposed to
ensure the Government does not offer inducements to crime to persons who are not predisposed
to do so. These standards can be waived only by the Director upon a written finding that the
activities are necessary to protect life or prevent other serious harm.

VI. MONITORING AND CONTROL OF UNDERCOVER OPERATIONS

PREP ARA TION OF UNDERCOVER EMPLOYEES, INFORMANTS, AND
COOPERATING WITNESSES

A.

(1) Prior to the investigation, the SAC or a designated Supervisory Special Agent shall
review with each undercover employee the conduct that the undercover employee is
expected to undertake and conduct that may be necessary during the investigation. The
SAC or Agent shall discuss with each undercover employee any of the sensitive or fiscal
circumstances specified in Section N .C(l) or (2) that are reasonably likely to occur.

(2) Each undercover employee shall be instructed that he or she shall not participate in
any act of violence; initiate or instigate any plan to commit criminal acts; use unlawful
investigative techniques to obtain information or evidence; or engage in any conduct that
would violate restrictions on investigative techniques or FBI conduct contained in the
Attorney General's Guidelines or departmental policy; and that, except in an emergency
situation as set out in Section IV .H( 5)( d), he or she shall not participate in any illegal
activity for which authorization has not been obtained under these Guidelines. The
undercover employee shall be instructed in the law of entrapment. When an undercover
employee learns that persons under investigation intend to commit a violent crime, he or
she shall try to discourage the violence.

B. REVIEW OF CONDUCT

From time to time, during the course of the undercover operation, the SAC shall review
the conduct of the undercover employee(s) and others participating in the undercover operation,
including any proposed or reasonably foreseeable conduct for the remainder of the investigation.
Any findings of impermissible conduct shall be discussed with the individual and promptly
reported to the designated Assistant Director and the members of the Undercover Review
Committee, and a detennination shall be made as to whether the individual should continue his
or her participation in the investigation.

c. CONTINUING CONSULTATION WITH THE APPROPRIATE FEDERAL
PROSECUTOR

Upon initiating and throughout the course of any undercover operation, the SAC or a
designated Supervisory Special Agent shall consult on a continuing basis with the appropriate
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Federal prosecutor, particularly with respect to the propriety of the operation and the legal
sufficiency and quality of evidence that is being produced by the activity.

SERIOUS LEGAL, ETHICAL, PROSECUTIVE OR DEPARTMENTAL POLICY
QUESTIONS, AND PREVIOUSLY UNFORESEEN SENSITIVE
CmCUMST ANCES

D.

(1) The SAC shall consult with the chairman of the Criminal Undercover Operations
Review Committee, FBllIQ whenever a serious legal, ethical, prosecutive, or
departmental policy question arises in any undercover operation or if sensitive
circumstances occur that were not anticipated. The FBI shall consult with the United
States Attorney, or Assistant Attorney General, or their representative, and with DOJ
members of the Undercover Review Committee on whether to modify, suspend, or
terminate the investigation related to such issues.

(2) When unforeseen sensitive circumstances arise, the SAC shall submit a written
application to FBIHQ for authorization of an undercover operation previously approved
at the field office level, or amend the existing application to FBIHQ pursuant to Section
IV.F.

E. ANNUAL REPORT OF THE UNDERCOVER REVIEW COMMITTEE

(1) The Undercover Review Committee shall retain a file of all applications for approval
of undercover operations submitted to it, together with a written record of the
Committee's action on the application and any ultimate disposition by the approving
official. The FBI shall also prepare a short summary of each undercover operation
recommended for approval by the Committee. These records and summaries shall be
available for inspection by a designee of the Deputy Attorney General and of the
Assistant Attorney General in charge of the Criminal Division.

(2) On an annual basis, the Committee shall submit to the Director, the Attorney General,
the Deputy Attorney General, and the Assistant Attorney General in charge of the
Criminal Division a written report summarizing:

(a) the types of undercover operations approved and disapproved together with the
reasons for disapproval;

(b) the major issues addressed by the Committee in reviewing applications and
how they were resolved; and

(c) any si~ficant modifications to the operations recommended by the
Committee.
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DEPOSIT OF PROCEEDS; LIQUIDATION OF PROPRIETARIESF.

As soon as the proceeds from any undercover operation are no longer necessary for the
conduct of the activity, the remaining proceeds shall be deposited in the Treasury of the United
States as miscellaneous receipts.

Whenever a proprietary with a net value over the amount specified by the Department of
Justice Appropriation Authorization Act or other applicable laws is to be liquidated, sold, or
otherwise disposed of, the FBI shall report the circumstances to the Attorney General and the
Comptroller General. The proceeds of the liquidation, sale, or the disposition, after obligations
are met, shall be deposited in the Treasury of the United States as miscellaneous receipts.

VII. RESERVATION

These Guidelines are set forth solely for the purpose of internal DOJ guidance. They are
not intended to, do not, and may not be relied upon to create any rights, substantive or
procedural, enforceable by law by any party in any matter, civil or criminal, nor do they place any
limitations on otherwise lawful investigative or litigative prerogatives of the Department of
Justice.

Date:

John Ashcroft
Attorney General
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DECLARATION OF CRAIG F. MONTEILH

I, Craig F. Monteilh, make this declaration of my own personal knowledge

and if called to testify, I could and would do so as follows:

1. From about July 2006 until October 2007, I worked for the United

States Federal Bureau of Investigation (“FBI”) as an undercover informant

assigned to infiltrate the Muslim community in Southern California. During this

time, I spent about six or seven days a week posing as a Muslim convert named

Farouk al-Aziz, conducting surveillance and gathering information on a wide

variety of individuals and organizations in the Muslim community.

Background, Training, and Placement as an Undercover Informant

2. In around early 2004, I met some police officers in Orange County

who were working on a FBI narcotics task force, and discovered that I knew

information from time I had spent in prison that was relevant to some of their

investigations. I began working for the task force as a confidential informant,

under the supervision of an FBI agent assigned to the task force, Special Agent

Christopher Gicking, and his supervisor, Special Agent Tracy Hanlon, who

worked in the FBI’s criminal division in Santa Ana. Over the next two years, I

continued to work for the FBI, supervised by Agents Gicking and Hanlon, on a

series of assignments as an undercover informant on different criminal enterprises.

3. In about May 2006, Agents Hanlon and Gicking asked if I wanted to

work in a new type of assignment for the national security division of the FBI,

investigating potential terrorists and infiltrating mosques. I said I was interested

and they arranged a meeting in or around June 2006 with FBI Special Agent

Kevin Armstrong and another FBI agent, also named Kevin. They told me they

worked for the FBI’s counterterrorism division in Santa Ana, California, and were

assigned to the Orange County Joint Terrorism Task Force (“JTTF”). Agent

Armstrong told me that the head of their team, FBI Special Agent Paul Allen, was

in Washington, D.C., but wanted to meet with me the following week. Agent
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Armstrong told me I would no longer be working with criminal division, but

would work for counterterrorism from then on and that he and Agent Allen would

be assigned to supervise and direct my work, or to be my “handlers.” (References

to “my handlers” here mean Agents Armstrong and Allen.)

4. The next week I met with Agent Armstrong and Agent Allen, who

showed me FBI credentials and identified himself as the head of a

counterterrorism team at the JTTF. During this meeting, we discussed my

physical appearance and skin tone, and Agents Allen and Armstrong suggested

that I could pass as Syrian or Algerian. I had another meeting with Agents

Armstrong and Allen, just a few days later, where Agent Allen asked me various

questions about my background and knowledge of politics and world affairs,

which I understood was to gauge my suitability to work as an informant.

5. When Agents Armstrong and Allen hired me to work for the

counterterrorism division, the FBI increased my pay from the $3,000 to $4,000

per month I made working for the criminal division to about $6,000 per month.

Over the course of the next fourteen months, the FBI, through my handlers,

increased my compensation as I became more accepted by the Muslim community

and more useful as an informant, so that my compensation topped out at about

$11,200 per month.

6. Eventually, my handlers told me that the FBI used the name

“Operation Flex” for the surveillance program that used me. My handlers told me

this repeatedly, and I heard other agents refer to it as well. My handlers told me

that this was a reference to me, since I conducted informant work in gyms under

the cover of working as a fitness consultant, both when I worked for the criminal

division and for counterterrorism. But my handlers told me that Operation Flex

was a broader surveillance program that went beyond just my work.

7. In about July 2006, my FBI handlers put me through a training

program in which they had me learn the basics of the Arabic language and the
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religion of Islam. They explained that the purpose of this training was to make the

account of my background more credible. Agent Armstrong also trained me in the

martial art of Krav Maga. My handlers also talked to me extensively about how,

once I began my assignment, I should progress in exhibiting the culture and

customs of Islam. This training lasted approximately two weeks of twelve to

fourteen hour days, with little time off, and took place in a large warehouse that

my handlers drove me to while I was blindfolded. Agents Armstrong and Allen

supervised the training.

8. In about late July 2006, my handlers told me to make an appointment

to see Sheikh Sadullah Khan, an imam at the Islamic Center of Irvine (“ICOI”), a

mosque in Irvine, California. My handlers told me to tell Khan that I was of

Syrian and French descent and that I wanted to embrace my Islamic roots and

formally convert to Islam. My handlers gave me no background on Khan, but just

told me to stick to this story. I made the appointment and then met with Khan a

few days later in his office at ICOI, in the presence of two imams from mosques

in Garden Grove and Anaheim. After a conversation with Khan, he told me I

could take shahaddah (make a public declaration of my faith) the next day at the

jummah prayer (the Friday prayer that is the most important service of the week).

I reported this to Agent Allen and he instructed me to do so, so I came back to

ICOI the next day and took shahaddah before a congregation of hundreds of

Muslims. I immediately began to attend the mosque on a daily basis.

9. About a week after I took shahaddah, I took the Muslim name

Farouk al-Aziz. I attended prayers daily, often multiple times a day. At first I

attended prayers only at ICOI, but as time went on, my handlers encouraged me to

go to other mosques around the area as well. Muslims who met me in the mosque

generally embraced me as a new convert. On my handlers’ instructions, I took

every opportunity to meet people, get their contact information, meet them

privately to get to know them, find out their background, find out their religious
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and political views, and get any information on them I could for the FBI.

10. My handlers told me that because of my criminal background, any

information I collected would have to be recorded. My handlers told me, “If it

isn’t recorded, it didn’t happen.” My handlers initially gave me a small audio

recording device called an “f-bird,” but in about September 2006 replaced that

with a cell phone and two key fobs (which looked like remote controls for car

locks) with audio recording devices in them that could be used to record

conversations that went on around me. I used these recording devices to record all

day, every moment I worked undercover, regardless who I was meeting or what

was discussed. I would turn on one of the devices in the car before I left my

house, and not turn it off until I arrived home. My handlers instructed me to

record everything, without any limitations. Agent Allen told me later on that there

was a team transcribing all the conversations I recorded, and although I frequently

discussed recordings with my handlers, they never stated or even suggested that

they attempted to minimize intrusions by listening only to snippets of

conversations to see if they were relevant.

11. Beginning in about February 2007, on various occasions, my

handlers outfitted me with video surveillance equipment that recorded through a

camera hidden in a button in the front of my shirt. They told me that the video

surveillance equipment also recorded audio. In the beginning, the video

equipment was somewhat difficult to set up, and required my handlers’ assistance,

so I did not use it regularly. By about April 2007, my handlers had improved the

design of the video equipment and I would use video surveillance several days per

week. My handlers instructed me to use the video camera for various specific

purposes to capture the internal layout of mosques, to film basketball or soccer

games to see who associated with whom, to film guest lectures to see what was

said and who attended, or when I went into people’s houses. My handlers would

also instruct me to go open particular doors in homes or mosques and film the
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room behind.

12. On my handlers’ instructions, I also composed daily notes of my

activities and the surveillance I had undertaken. These notes were extensive —

my handlers instructed me to “empty my head” about what I had learned that day

— so that I regularly spent an hour or two each evening writing my notes. After a

while, these notes became voluminous, and my handlers instructed me to prepare

separate “supplemental notes” containing any sensitive or particularly valuable

information. These were all handwritten. I gave them to my handlers when I met

them twice a week.

13. Over the course of my work for the FBI, my handlers at various times

discussed with me what happened to these notes. Agent Armstrong once told me

that these notes were used as part of packages to obtain warrants for further

surveillance on the individuals or organizations about whom I wrote. Both

handlers talked to me at various times about federal judges reading my notes. My

handlers also told me that their supervisors were reading the notes: Agent Allen

once told me that my notes were seen in “the Beltway,” that they were seen by

people with “a lot of authority,” and that the Assistant Director in Charge in the

FBI’s Los Angeles field office, who at that time was Stephen Tidwell, read all my

notes.

14. From about August 2006 to October 2007, I met with Agents Allen

and Armstrong about twice per week for meetings to discuss my assignments, for

me to read through my notes with them so they could ask further questions, for

them to give me instructions based on the information I provided, so I could give

them my daily notes, and so they could either exchange my recording devices for

fresh ones or upload the recordings to a computer while we spoke. These

meetings were held in public places, outside the areas where the Muslim

community lived. About once per month, I met with my handlers in a room at the

Anaheim Hilton Hotel, where they questioned me on the information I provided
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and gave me instructions in greater detail. I would also receive my payment at

these monthly meetings. I would sign off on these payments under my code

name, Oracle. At the meetings in the hotel, other agents were sometimes present.

15. My handlers also gave me an email address under an alias to use to

send time-sensitive information that could not wait until our next meeting, such as

a Muslim’s imminent travel plans.

16. Agents Allen and Armstrong monitored and supervised my work as

an undercover informant quite closely. Through my notes and our twice weekly

meetings, I told them everything I was doing and every piece of information I

could recall. They gave me instructions, or “tasking orders,” regularly. They

gave me both standing instructions on kinds of information to gather whenever I

could – for example, to meet and get contact information for a certain number of

Muslims per day – and also gave me specific instructions either in response to

information I provided or based on information they wanted – such as, for

example, instructions to get inside a certain house within the week or to have

lunch with a particular person two times. My handlers also gave me standing

orders to call one of them every day, even on my days off. I did this, and I would

call one or both of them each day to apprise them of my day’s activities.

17. Agents Allen and Armstrong did not, however, limit me to specific

targets on which they wanted information. When I first met with Sadullah Khan

at ICOI and began infiltrating the community, my handlers did not give me any

specific targets, but instead told me to gather as much information on as many

people in the Muslim community as possible. For example, my handlers at first

told me I would make my initial contact with the community by attending services

at a mosque in Anaheim, but eventually advised me to attend ICOI instead

because it was closer to where I lived, so I could spend more time there.

18. My handlers told me to look for and identify to them people with

certain backgrounds or traits, such as anyone who studied fiqh, who openly
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criticized U.S. foreign policy, including the U.S. military’s presence in Muslim

countries; who had any kind of military training; who was an imam or sheikh;

who went on Hajj; who played a leadership role at a mosque or in the Muslim

community; who expressed sympathies to mujahideen; who was a quiet loner;

who was a “white” Muslim; or who went to a madrassa overseas. But my

handlers did not tell me to limit the information I collected to those people. They

would occasionally take people I identified and tell me to spend more time with

them or find out more about them, but these were always people I identified to

them during the course of the operation, not people who had been targeted from

the outset. I had no specific targets at the outset. To the contrary, my handlers

tasked me with immersing myself in the Muslim community and gathering as

much information on as many people and institutions as possible.

My Assignments and Activities as an Undercover Informant

19. My handlers gave me a standing tasking order that applied

throughout the duration of my undercover work to get as much information as

possible on any Muslim I came into contact with at the mosques or in the Muslim

community. Agent Allen told me, “We want to get as many files on this

community as possible.” My handlers explained to me that the United States was

five to ten years behind Europe in the extent of Islamic presence, and that they

needed to build files on as many individuals as possible so that when things

started to happen, they would know where to go. They said they were building

files in areas with the biggest concentrations of Muslim Americans — New York;

the Dearborn, Michigan area; and the Orange County/Los Angeles area.

20. One thing my handlers wanted me to collect was contact

information, particularly email addresses and phone numbers. At times, my

handlers even gave me a quota to collect contact information for ten new Muslims

per day. I reported this information in my daily notes. My handlers also told me

that they monitored my email and cell phones to obtain the telephone numbers and
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email addresses of people with whom I corresponded. Agent Allen instructed me

to give out my cell phone number widely so that people would call me or give me

their cell numbers in return, so that the FBI could collect those numbers. My

handlers also instructed me to email frequently with people, so that the FBI could

collect their email addresses. My handlers told me that they used the cell phone

numbers and email addresses of individuals who contacted me to obtain

information from those individuals’ phone and email accounts, including the list

of people they contacted. My handlers gave me a particular email address under

an alias to which they instructed me to forward these emails.

21. Agents Allen and Armstrong told me that they kept the numbers and

emails I collected in a database that could be monitored for international calls, or

cross-referenced against phone calls or emails to persons of interest who were

believed to be linked to terrorism. They also told me that the emails could be used

to determine if the person was visiting certain websites, and with whom they were

emailing. I also joined email distribution lists for many of the mosques I

surveilled so that I could obtain the mosque membership lists and all of the email

addresses. I would forward messages from the mosques to the FBI so they would

be informed about events and bulletins, and so they would have the email

addresses of anybody else who received the message.

22. During the course of my work, I had discussions with my handlers

about whether what I was doing was productive, and whether the information I

collected was actually being used. They assured me that all the information I

collected was retained, and that they didn’t discard any of the information. My

handlers also told me that this information was used to build files on individuals.

My handlers told me that every person who I contacted — whose phone number I

got, who I emailed, who I identified through photographs — had an individual

file in which the information I gathered was retained.

23. My handlers also tasked me with gathering information on mosques
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in the Orange County and Los Angeles areas. They instructed me, among other

things, to map the mosques by locating entrances, exits, rooms, bathrooms, locked

doors, storage rooms, as well as security measures and whether any security

guards were armed. In some mosques, I used hidden video equipment attached to

a camera in my shirt button to take images of the layout of the mosque. My

handlers informed me that this information would be used by the FBI to enter the

mosques in case they needed to raid it or if they needed to enter and place

electronic surveillance equipment in them. My handlers also instructed me to try

to get the security codes for the alarm systems at several mosques. I managed to

obtain the codes for one mosque by arriving early for dawn prayer and watching

the person who opened the mosque punch the code in. I gave this information to

my handlers. My handlers told me that they had the security codes to at least one

other mosque, as well. They told me that they used the security codes to send

agents into these two mosques at night.

24. My handlers also tasked me with getting brochures on charities that

were distributed in the mosques, visiting the mosques’ libraries or book areas to

look for extremist books, collecting newsletters and bulletins to see what activities

were going on in the mosque, and collecting names of individuals who attended,

as well as their cell phone numbers and license plates.

25. In addition to information about the membership of each mosque, my

handlers also wanted the names of all board members, imams, people who taught

classes at the mosques, and other leadership within the mosques.

26. Over the course of my work, I went to about ten mosques and

conducted surveillance and audio recording in each one. I spent the most time at

ICOI, which I attended daily, but I spent significant time at other mosques,

including the Orange County Islamic Foundation mosque in Mission Viejo, Durul

Falah in Tustin, Omar al-Farouq mosque in Anaheim, Islamic Society of Orange

County in Garden Grove, Al-Fatiha in the West Covina/Azusa area, the mosque in
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Lomita, and King Fahd mosque in Culver City. For about five or six months I

went at least once a week to each of these mosques. I would go to as many as four

different mosques in a day. Even if I didn’t pray at each mosque, I would go to

the mosque and talk to people, or meet people at the mosque and go to the gym

with them. I also went a few times to West Coast Islamic Center in Anaheim and

a mosque in Upland.

27. Agent Armstrong told me that the FBI had every mosque — the ones

I went to and the ones I didn’t go to — under surveillance.

28. My handlers informed me that electronic surveillance equipment was

installed in at least eight area mosques including ICOI, and the mosques in Tustin,

Mission Viejo, Culver City, Lomita, West Covina, and Upland. He told me at one

point that they could get in a lot of trouble if people found out what surveillance

they had in the mosques, which I understood to mean that they did not have

warrants.

29. At times, if I was left alone in a mosque office, I would look in

drawers, which I understood to be consistent with my instructions to gather as

much information as possible. I wrote these incidents up in my supplemental

reports, and was never told not to do this.

30. My handlers instructed me to keep an eye out for people who tended

to attract young Muslims and to identify and gather information on such people.

They told me that they wanted to investigate anyone who had the attention of the

youth or influence over young people to see if they were radicalizing them. For

example, there was a popular youth group on Tuesdays at ICOI run by the imam,

Sadullah Khan. Students from the Muslim Student Union at the University of

California, Irvine (“UCI”) would attend. To implement my handlers’ instructions,

on many occasions I recorded the youth group meetings at ICOI by leaving my

possessions, including my key fob, near where the group met in the prayer hall so

that all of their discussions could be recorded. I did this by going into the prayer

Case 8:11-cv-00301-CJC-VBK   Document 66   Filed 12/23/11   Page 14 of 52   Page ID #:1129Case: 1:12-cr-00723 Document #: 54-2 Filed: 08/09/13 Page 15 of 53 PageID #:319



11

DECLARATION OF CRAIG F. MONTEILH

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

hall during their meetings to pray, and then leaving behind my possessions, as if I

had forgotten them or just chosen to leave them there while I did other things. I

would go to another part of the mosque or the courtyard, and return sometime

later to collect my things. I told my handlers I did this in my written reports. My

handlers never instructed me to stop this practice, and in fact discussed with me

the contents of the recordings obtained in this manner.

31. Beginning in about September 2006, my handlers gave me a standing

task to gather information on Muslims’ charitable giving. My handlers instructed

me to collect any pamphlet or brochure at any mosque that concerned charitable

donations. They also told me to inquire of Muslims about which charities and

madrassas to give to. I did this, and gave the names of the charities and

madrassas to my handlers. My handlers specifically told me to ask people about

madrassas or charities sympathetic to the mujahideen or jihad; to inquire about

charities providing money to Somalia, Yemen, Pakistan and Afghanistan; and to

inquire about money going to Lebanon and Palestine. They also instructed me to

ask people how to avoid having my donations traced by the U.S. government. My

handlers said that if a worshipper paid by check, the FBI could trace that check

from the person’s bank account to the organization. My handlers, in several

conversations, told me that the FBI would open a file on any person who wrote a

check to any Islamic charity they were interested in, not just those officially

designated as terrorist organizations.

32. My handlers also instructed me to attend Muslim fundraising events,

to interact with the community and gather information, to identify people who

attended and who they came with, and, if there were any speakers, to record what

those speakers said. On my handlers’ instruction, I attended a benefit for ICOI at

a hotel in Irvine, where on their orders I purchased a vase for about $900 to

bolster my credibility among the community.

33. My handlers also instructed me to attend lectures by Muslim scholars
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and other guest speakers. I attended lectures of Yusuf Estes, a white Muslim

scholar from Texas, and Hamza Yusuf, another white Muslim scholar from

Oakland. My handlers wanted to know both what the lecturers said and who

attended these lectures, so they set me up with a video surveillance device that had

a camera in a shirt button. I went early and got a seat in the front row where I

could clearly record the lecture. Afterwards, when people were socializing, I

walked around filming attendees with my camera. I also collected license plate

numbers from the parking lots to identify those who attended.

34. During my time working on Operation Flex, I told people in the

Muslim community that I worked as a fitness consultant. In about November

2006, Agent Allen instructed me to start going to the gym to work out with people

I met from the Muslim community in order to get close to them and obtain

information about them. They did not limit the scope of their instructions; the

directive included anyone from any mosque without any specific target, for the

purpose of collecting as much information as possible about Muslim men in the

community. I went to various 24-Hour Fitness and L.A. Fitness gyms around the

Orange County area. These workouts provided an easy opportunity to talk with

people and to elicit a wide variety of information pursuant to my handlers’

instructions. For example, I would talk to people about their lives and get

information about their problems that my handlers could use to pressure them to

provide information or become informants. I also learned people’s travel plans

and their political or religious views, and could elicit responses that the FBI might

use to justify further surveillance by asking pointed questions about Islam or

politics. I recorded these conversations using the equipment on my key fob or cell

phone. This surveillance was so fruitful that my handlers eventually told me they

were seeking approval to have me open a Muslim gym.

35. During my regular meetings with my handlers, they showed me

photographs of Muslims from the community and asked me to identify the people
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in them. Frequently, these were photographs of people I worked out with taken at

the entrance to the gym. My handlers told me that they had an arrangement with

the gyms to obtain photographs from the security cameras. Other photographs

came from parking lots, parks, restaurants, or other public places. When I asked

how they got the other photographs, they told me they had “assets in place.” They

asked me to provide as much information as possible about each person — they

told me to “empty my head” on the individuals. They wanted to know, among

other things, what mosque they attended, their ethnicity or country of origin, the

languages they spoke, the people they associated with, what kind of car they

drove, their occupation or whether they were a student, as well as any other

information I could obtain.

36. Agent Allen told me that Islamic restaurants in Anaheim and Irvine

were under video surveillance, so they could see who associated with whom.

Agent Allen also said they surveilled soccer and basketball games for the same

reason. I frequently met people in restaurants and cafés and recorded

conversations there.

37. I also had standing orders to enter and observe Muslim schools

whenever possible. When I first reported entering a Muslim school, my handlers

questioned me intently on whether I had witnessed children chanting from the

Quran. When I said I hadn’t, they asked me again and told me that if I had, that

would take the case to a “new level.” My handlers more than once told me to look

for Quranic reciters at the schools. My handlers also instructed me to look for

photos of extremists, books by extremists, and whether the children were learning

subjects besides Islam, like math, English or history. My handlers said that they

did not want an Islamic school to be an “American madrassa.”

38. I attended an Arabic language class at ICOI from about December

2006 to March 2007. My handlers instructed me to obtain the lists of the

individuals who attended the class, which I provided to my handlers. My handlers

Case 8:11-cv-00301-CJC-VBK   Document 66   Filed 12/23/11   Page 17 of 52   Page ID #:1132Case: 1:12-cr-00723 Document #: 54-2 Filed: 08/09/13 Page 18 of 53 PageID #:322



14

DECLARATION OF CRAIG F. MONTEILH

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

told me that they retained the information about who took the class.

39. I also attended a course in fiqh, or Islamic law which pertains to

morals and etiquette. My handlers were interested in fiqh because parts of fiqh

address military training. At my handlers’ request, I got a copy of the list of

people who attended the class. Because this list included the languages that class

members spoke, it provided a clear indication of their ethnicity or country of

origin as well.

40. My handlers were only interested in Muslims, and set aside any non-

Muslims who were identified through surveillance I performed. For example, on

several occasions when my handlers asked me to identify individuals from

photographs taken by surveillance cameras at the entrances to the gyms, they

would present me photographs of individuals who were not Muslim — usually

Latino — whom I might have spoken to or who had simply helped me lift

weights. When I indicated to my handlers that the individual was not a Muslim,

the picture was discarded.

41. My handlers were interested in websites that they believed were

jihadist, including MissionIslam.com and CagePrisoners.com (a site devoted to

raising awareness about the detainees at Guantanamo Bay). Agent Allen told me

to encourage people I spoke with to go to these websites because they could

document people’s visits to the website and use that either to pressure them to

become informants or to justify further surveillance on them.

42. My handlers encouraged me to bring up Muslim scholars and

thinkers who they believed were extremist in my conversations with individuals in

the community. This included Hassan al-Banna, Sayyid Qutb, Sheikh Suhaib

Webb, Yusuf al-Qaradawi, Yusef Estes, Ayman al-Zawahiri, Anwar al-Awlaki,

and others.

Increasing Infiltration of the Muslim Community

43. The people I met at the mosques helped me learn how to pray, learn
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how to dress, and learn Islamic culture and etiquette. My handlers told me to

allow Muslims I met to “radicalize” me gradually, and saw the help the

community was giving me as the first steps toward such radicalization. I felt the

people who helped me were sincere in wanting me to develop in my Muslim faith

and wanting to have me as part of the community and part of the mosque. My

handlers instructed me not to talk too openly about jihad at first, but to go to

prayers at the mosque and be seen. My handlers were very pleased that I

developed a rapport with the community so quickly.

44. As months went on and I was increasingly accepted by the Muslim

community and the leadership at mosques, and I continued to work generally six

or seven days a week, my handlers seemed to place increasing trust in me. While

at first they told me as little as possible about what else they knew about the

community and what other intelligence efforts were ongoing, after several months

they began to tell me more about what other kinds of surveillance they were

undertaking, how they knew certain things, and how the intelligence I gathered

was being used, so that I could understand how to work effectively.

45. In about October 2006, on the instruction of Agent Allen, I began to

try to appear more Muslim. I went to the mosque early and prayed loudly, and

wore traditional clothes that people at the mosque had given me. My handlers

told me that nobody in the community leadership, people of interest, or youth

suspected that I was an informant. I asked how he knew, and he eventually told

me that they listened to a number of conversations in which people were

discussing me outside. I realized that these were conversations that I could not

have recorded, which meant that my handlers were getting this information from

other electronic surveillance.

46. My handlers also instructed me to start attending fajr (dawn) prayers,

which are held about 4 a.m., or ishaa (late) prayers, which are held about 9:30

p.m. My handlers told me that people who attended prayers very early in the
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morning or late at night, and especially both, were very devout and therefore more

suspicious. They instructed me to obtain the names and the license plate numbers

of individuals who attended these prayers. When I agreed to go to fajr prayer four

days a week, my pay increased substantially.

47. My handlers instructed me to memorize certain ayas and surahs

(verses and chapters from the Quran) and to ask Muslims about them. My

handlers told me that they had picked these verses because they believed them to

be susceptible to a jihadist interpretation, so that people’s reactions to them would

help discern who was and was not a threat. They told me that discussions about

these verses would elicit responses that could be used to justify additional

surveillance measures. A true and correct copy of a tasking order in Agent

Allen’s handwriting specifying certain verses is attached hereto as Exhibit A.

48. My handlers also instructed me to elicit reactions from people by

talking provocatively about U.S. foreign policy — for example, by raising the

issue of civilian Muslim men, women, and children killed in conflicts in Iraq,

Afghanistan, Palestine, and Lebanon. By stirring people to speak out of anger,

they told me, I could again elicit responses that could be used to justify additional

surveillance measures against those people.

49. Beginning in about January 2007, an individual who called himself

George began coming roughly every month to meetings with my handlers.

George said he was “from Langley,” which I understood to mean that he worked

for the Central Intelligence Agency headquartered in Langley, Virginia. When I

once mentioned him as working for the CIA, Agent Allen said something to the

effect, “We don’t say that. Say he is ‘from Langley.’” No one ever told me

George’s last name. George spoke Arabic very well and knew a great deal about

Islam — he would speak Arabic with me and comment on my improved fluency,

as well as ask me questions about Islam and the Quran to monitor my progress in

acquiring the appearance of being a devout Muslim. George also instructed me on
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my grooming and physical appearance to make it seem that I was increasingly

devout. For example, at one point he instructed me to develop a sore on my

forehead from bending my head to the carpet in prayer, to make clear that I was

praying all the time.

50. On about four different occasions, during the meetings with my

handlers at the hotel room, they showed me a huge photo array on a large board

consisting of the photos of around two hundred Muslims from the Orange

County/Los Angeles area. My handlers used different sets of photographs for

each of these meetings, so showed me many hundreds of photographs over the

four meetings. They instructed me to arrange the photos from the most dangerous

to the least based on my knowledge and experience. The entire leadership of the

Islamic community were in the photos — sheikhs, imams, board members, prayer

leaders, leaders of civic organizations, and youth groups. It took hours. They also

asked me to assist them in organizing the photos according to categories such as

financial, operative, and leadership. We also divided photos into possible cells

according to mosques and ethnicity or nationality. I did not know all of the people

in the photographs, but my handlers had information on people I did not know

enough to place them in the various arrangements. The first of these meetings

was in about March 2007, and the last was in about September 2007.

51. Over the course of several conversations, my handlers told me that

they considered the leaders in the Muslim community — board members and

leadership at mosques and leaders of Muslim organizations — to be potential

threats and that they regularly surveilled them and maintained more detailed files

of information on their background and activities. They told me that the

leadership of the community could give orders or fatwas that someone in the

community would carry out.

52. Because I was single in my undercover identity, people in the

community considered me an eligible Muslim and various individuals wanted to
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introduce me to Muslim women. Agents Allen and Armstrong, and George from

Langley, wanted me to date as a way to get information. When I asked how I

should go about dating, and what happened if things began to get intimate, my

handlers told me that if I was getting good information, I should let things “take

their natural course,” and then they said “just have sex.” I had sexual

relationships with women in the Muslim community for the purposes of

information gathering pursuant to these instructions.

53. My handlers were always interested in obtaining new informants

within the Muslim community. They spoke to me about “MICE,” an acronym for

Money Ideology Compromise Ego, or the various ways people can be convinced

to be informants. They often focused on the element “compromise,” which

consisted of obtaining information on potential informants that could be used

against them if they refused to inform. Subjects that would potentially lead to

compromise included immigration issues, sexual activity, business problems, or

crimes like drug use. My handlers instructed me to pay attention to people’s

problems, to talk about and record them. I reported problems that several

individuals told me about, including marital problems, business problems, and

petty criminal issues. My handlers on several occasions talked to me about

different individuals that they believed might be susceptible to rumors about their

sexual orientation, so that they could be persuaded to become informants through

the threat of such rumors being started, even though my handlers had no evidence

that such rumors would be true.

54. My handlers also often referred to the principle that “everybody

knows somebody.” They explained that if someone is from Afghanistan, that

meant that they would likely have some distant member of their family or

acquaintance who has some connection with the Taliban. If they are from

Lebanon, it might be Hezbollah; if they are from Palestine, it would be Hamas.

By finding out what connections they might have to these terrorist groups, no
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matter how distant, they could threaten the individuals and pressure them to

provide information, or could justify additional surveillance.

55. On one occasion, my handlers instructed me to develop my

relationship with a person who told me that his father was sick in a foreign

country and in a lot of pain. I had a significant amount of Vicodin, a prescription

pain reliever, left over from a surgery I had previously undergone. I discussed

with Agent Allen that providing this person some Vicodin would help build the

relationship and build my reputation as a devout Muslim who had access to black

market items. Agent Allen instructed me to provide the person with 60 tablets of

my leftover Vicodin, which I did. On another occasion, Agent Allen instructed

me to provide prescription anabolic steroids to another two individuals to

similarly further my credibility, which I did.

56. In about early spring of 2007, after I provided some information my

handlers believed was very valuable, my handlers told me, “You’re gold in L.A.

You’re gold in Washington.” They said that higher ranking officials wanted to

use me in other places as well. Agent Allen told me several times that information

I provided had been used in presidential daily briefings. They told me that my

work was followed by people “at the highest levels.” They told me that the

operation I was working on was among the ten most important intelligence

investigations going on in the country. Agent Allen told me in about March or

April 2007 that he had meetings with Stephen Tidwell and one of his supervisors

from Washington, D.C., Joseph Billy, Jr., about the operation. Around the same

time period, Agent Allen told me that he had to fly to D.C. with his supervisor, Pat

Rose, in part to meet with high-level FBI officials to get approval to open a gym

for Muslims that would function in part as a mosque with a prayer room, and that

I would run. He called me from D.C. to tell me that the gym had been approved.

57. During about spring 2007, Agent Allen told me that I needed to be

careful how I wrote my notes, and that I needed to be very precise and detailed,
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because people in Washington were reading and summarizing the reports to make

things “sexier” than I had intended so as to accomplish their own goals. He told

me that I needed to be careful always to use precise and detailed language so that

more could not be read into the reports than I intended.

58. During the course of the operation, I learned there were a large

number of FBI informants in the Orange County Muslim community. My

handlers told me at various times that the Muslim community was “saturated” or

“infested” with informants, and said it was like the societies of cold war East

Germany and Cuba, where everyone was informing on one another. During the

meetings in the hotel room when my handlers and I arranged photographs of

people in the Muslim community, many of the photographs had asterisks by the

names. Several of the people marked were people my handlers had already told

me were informants, so I asked my handlers if the asterisks indicated informants,

and they eventually confirmed that they did. At each of the four meetings, there

were dozens of people labeled as informants, and I believe over the four meetings

I saw well over one hundred people marked as informants. I personally interacted

with more than forty people my handlers told me were informants. My handlers

told me that the other informants had been recruited from the community because

the FBI had pressured them in some fashion, and they told me that they did not

trust the informants they had recruited from within the Muslim community.

59. As I continued as a constant presence at ICOI and the community

became more comfortable with me, I began to participate in the prayers to a

greater degree. I gave the adhan, or call to prayer as well as the al-Fatiha, or

opening to the evening prayer. On a few occasions, when prayer leaders went out

of town, I led the dhuhr, or midday prayers, and the fajr, or dawn prayers. My

handlers were extraordinarily happy that I had been given the responsibility to

lead prayers, as they believed it showed an acceptance of me by the community.

60. After several months of working, my handlers told me more about
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how some aspects of their investigation worked. Agent Armstrong told me that

although the terrorist watchlist was maintained by the Department of Homeland

Security, the information in that list was based on information collected by the

FBI. He told me that information I collected would get shared with Homeland

Security and other agencies. For example, my handlers were interested in travel

plans of Muslims — after a while I asked why they wanted to know. They

eventually indicated that the reason they wanted to know this was to share it with

Homeland Security to monitor or search people during their travels.

61. My handlers also told me that information I obtained would be shared

with other agencies. They told me that information I obtained on finances or

foreign assets was shared with the Treasury Department. Several times when I

had information about people’s immigration issues, my handlers told me that they

would send the information to immigration officials. My handlers told me that

they were “in the business of sharing information” about terrorism with other

agencies.

62. I also learned about the voluntary interviews the FBI would ask of

people from the Muslim community. My handlers told me that they would

usually bring people in to an FBI interview only after I had obtained some useful

background on the person — usually by recording some embarrassing personal

information or a statement of political beliefs that they would not want to admit to

the FBI. They could then use that information to pressure the person to provide

information, or could ask about that information in order to get the person to deny

it, which would set up the allegation that they had lied to the FBI during the

interview, which would in turn provide leverage to get the person to provide

information. They told me that they tried to put interviewees at ease by saying

that they were investigating someone else.

63. It became clear to me that there was audio surveillance either on the

telephones or in offices of a large number of leaders in the Muslim community.
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For example, on one occasion around when ICOI was attempting to get a

restraining order against me, some people were saying I was an informant. At that

time, Agent Allen called me and said words to the effect, “You need to call

[Person A] right now. He’s on the fence about you and talking to [Person B] on

the phone right now. Call him and break in and take him to dinner.” I could hear

the voices of the people he was talking about in the background. Agent Allen

made similar calls to me several times about different people.

64. During many conversations with my handlers over the course of my

work, my handlers told me that not everything our operation was doing was legal.

My handlers told me that because the U.S. was fighting an enemy that was not

sovereign, they had to carry out policies that were contrary to the Constitution.

65. On several occasions in restaurants, I left my recording devices (a

key fob or my cell phone) in a place where it could record a conversation while I

went elsewhere. Sometimes I did this with groups that met in the mosques: if

there was a youth group or a group that met with a particular scholar, I went over

to put down my things, including the recording device, and greet people, then

went to a different part of the room to pray. In restaurants or cafés, too, on more

than one occasion when I was speaking to one group and saw another group come

in, I moved to the new group while leaving my cell phone at the first so as to

record both conversations at once. I stated that I did this in my notes to my

handlers and was never instructed to stop.

66. On several occasions, I left my recording devices in locations in

mosques in the area. For example, in King Fahd Mosque in Culver City, several

times I came in with a friend who changed in the office from business clothes to

more traditional dress before we went into the mosque to pray. While he did so I

left my keys in the office so that the key fob would record staff and board

members who came in and talked. I retrieved my keys from the office when we

were finished in the mosque. I did this several times, and in several different
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mosques. I stated that I did this in my notes to my handlers and was never

instructed to stop.

67. I once asked Kevin Armstrong about covert video recording

surveillance he had told me was being conducted at a local bookstore. He said

that while you needed warrants for criminal investigations, “National security is

different. Kevin is God.” I understood him to mean that he did not have warrants

for the surveillance at the bookstore. Agent Armstrong also told me on more than

one occasion that they did not always need warrants, that if they did not have a

warrant they could not use the information in court, but that it was still useful to

have the information. He mentioned that they could attribute the information to a

confidential source if they needed to.

68. In about June 2007, my handlers told me the FBI was planning an

action to make a number of arrests based on intelligence that I had gathered. My

handlers took me to the Anaheim Hilton hotel where I stayed out of contact for

several days at the FBI’s expense. My handlers told me that the operation would

soon be over. My handlers told me that more than seventy agents had amassed in

the Santa Ana office to conduct pre-dawn arrests of twenty-seven people, but that

the office of FBI Director Mueller had called from Washington, D.C., and ordered

the agents to stand down and not go through with the arrests. My handlers were

very upset about this. After the aborted arrests, I returned to my role as an

undercover informant, doing exactly the same work as before.

69. Both my handlers and other agents explicitly told me that Islam was a

threat to America’s national security.

70. One individual I made contact with had a pending federal criminal

case. Agent Armstrong, who was a former Assistant U.S. Attorney, initially told

me to be careful not to discuss his case because there would be problems because

he was represented by counsel. But he was overruled by others, including Agent

Allen, and I was then instructed to talk with him about his case. I understand that
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the information I gleaned was used in his criminal case.

71. Over the course of fourteen months of working as an informant in the

Los Angeles and Orange County Muslim community, I estimate that, on my

handlers’ instructions, I passed hundreds of phone numbers and thousands of

email addresses of Muslims to the FBI. I provided background information on

hundreds of individuals. I made hundreds of hours of video recordings that

captured the interiors of mosques, homes, businesses, and the associations of

hundreds of people. I made thousands of hours of audio recording of

conversations I participated in and where I was not present, as well as recordings

of public discussion groups, classes, and lectures.

Termination of My Assignment

72. In about March 2007, Agent Allen provided me a written letter from

an Assistant U.S. Attorney named Deirdre Eliot to engage in jihadist rhetoric and

to engage in other criminal activity with immunity. I understand that this letter

gave me blanket immunity for all my conduct as an undercover informant. I

signed the letter, but Agent Allen took the letter back and did not allow me to

keep a copy.

73. My handlers had instructed me to ask general questions about jihad

from the beginning of my assignment. In early 2007, my handlers instructed me

to start asking more pointedly about jihad and armed conflict, then to more openly

suggest my own willingness to engage in violence. In one-on-one conversations, I

began asking people about violent jihad, expressing frustration over the

oppression of Muslims around the world, pressing them for their views and

suggesting that I might be willing or able to take action. In about late spring of

2007, people at ICOI began to get concerned about me. After one incident where

I said some extreme things in order to test the reaction of others, several

individuals reported me to local police and to the FBI. When the authorities did

not respond with any urgency, people became suspicious that I might be working
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for the FBI. Congregants at ICOI brought an action for a restraining order to bar

me from the mosque. On June 19, 2007, I understand that there was a hearing in

which testimony was presented and the restraining order issued barring me from

entering the mosque. I continued my undercover work at other mosques in the

area, but the restraining order and the fact that various members of the community

had become suspicious about me made it much more difficult to get close to

people and to gather information.

74. During the time ICOI was attempting to obtain a restraining order

against me, Agent Allen instructed me to go back into the mosque. I feared for

my safety since I knew some people suspected I was an informant. I told Agent

Allen I would only go in if I was armed with a knife, and that I would defend

myself if someone gave me reason to. My handlers acknowledged what I said, but

did nothing to stop me from doing so. I went into ICOI on two subsequent

occasions with a knife strapped to my leg.

75. At some point during the spring of 2007, my handlers mentioned to

me that the Assistant Director in Charge of the FBI’s Los Angeles Field Office

had told the Muslim community that there would be no undercover informants

placed in mosques at a meeting held only about a month or so before I had taken

shahaddah. The Assistant Director in Charge at that time was Stephen Tidwell. I

was surprised, and my handlers said that, at that time, they had already been

looking for someone to send into the mosques and Tidwell had approved

recruitment of an informant.

76. During the summer of 2007, around the time ICOI was seeking the

restraining order and afterwards, I was repeatedly approached for an interview by

a reporter from the Los Angeles Times named H.G. Reza. My handlers disliked

this reporter — they told me that he was an enemy of the United States and that he

was under surveillance. On one occasion, my handler called me to tell me not to

go to a particular gym because Reza was waiting for me in the parking lot. When

Case 8:11-cv-00301-CJC-VBK   Document 66   Filed 12/23/11   Page 29 of 52   Page ID #:1144Case: 1:12-cr-00723 Document #: 54-2 Filed: 08/09/13 Page 30 of 53 PageID #:334



26

DECLARATION OF CRAIG F. MONTEILH

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

I asked him how he knew that, he said “We’re the fucking FBI. We know

everything.” In October 2007, FBI counsel Stephen Kramer paid me $25,000

cash to assure that I would not disrupt the rest of the case, and explicitly told me

that the payment was in part so I would not speak with Reza.

77. In about June 2007, when some people in the community were

beginning to suspect I was an informant, I had discussions with my handlers about

being paid substantial additional sums of money to go to jail or prison to help

bolster my credibility in the community and convince people that I was not a

confidential informant. We discussed having me very publicly arrested in the

parking lot of a mosque, and the details of the pay and arrangements to make life

tolerable in prison. My handlers eventually told me that this plan failed because a

federal judge had refused to go along with it.

78. During about the summer of 2007, my handlers told me that the

Assistant Special Agent in Charge in Santa Ana, Barbara Walls, did not trust me

and did not want me working any more. They told me there was significant

conflict between Agent Walls and field agents over how to handle the operation,

and that there had been an audit team sent from Washington, D.C., to examine

Agent Walls’ handling of one potentially valuable piece of information I provided.

Because of this conflict and complications surrounding the restraining order, my

handlers told me in about September 2007 that I would be going on “hiatus” from

my undercover work in the Orange County Muslim community.

79. During one of my final meetings with my handlers, at which Agent

Walls was also present, she warned me to stay silent about my participation in the

operation. She said that if word got out that the FBI had sent an informant into

mosques and the community, that it would destroy the relationship between the

Islamic community and the FBI. She said that “we assured them” that the FBI

would not send undercover informants into mosques.

80. In October 2007, I had a last meeting, where my handlers had
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instructed me to bring back the laptop computer and surveillance equipment they

had issued me. I said to them that I guessed the operation was over. Agent Allen

said emphatically no, the operation had just begun. He said that my role was over,

but that Operation Flex and the FBI’s operations in Orange County and Los

Angeles would continue. He also said that the information I had provided was an

invaluable foundation for the FBI’s continuing work. He also said that after some

down time, I would have the option of working in New York or other places.

81. Prior to February 2009, I never confirmed to anyone outside of law

enforcement and my immediate family that I was working as an informant for the

FBI. That month, FBI Agent Thomas Ropel III testified in a bail hearing in a

federal criminal case about information used in that prosecution that he said had

been provided by an undercover informant, and described the undercover

informant such that many people in the Muslim community could clearly identify

the informant as me. Several days later, an article appeared in the Los Angeles

Times containing statements I made to a reporter about being an FBI informant. I

am not aware of any information either publicly released by the FBI or otherwise

available to any member of the Orange County Muslim community prior to

February 2009 that would allow them to do anything more than speculate that I

might have been an FBI informant.

Ongoing Surveillance

82. Between about December 2007 and August 2008, I was incarcerated

for reasons that are currently the subject of a federal civil action against the Irvine

Police Department, the FBI, and others. Concerning that matter, my handlers told

me that their supervisors in the FBI office did not want me to be publicly

identified as an FBI informant, so I ended up pleading guilty on their instructions,

and spent eight months in jail as a result.

83. After I got out of prison in about August 2008, I contacted the Irvine

Police Department to voice concerns about my safety from members of the
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Muslim community that might suspect me of being an informant. I was visited by

a detective, as well as a sergeantthat I recognized as someone who had once

escorted me when I was undercover with my handlers. The sergeant knew very

specific information about individuals I had surveilled who I had concerns about,

and told me in this meeting that he worked for JTTF. He told me that several

individuals I asked him about were still under surveillance. He also specifically

mentioned that surveillance was ongoing at gyms and at least two mosques.

84. In recent months, I have begun returning to local gyms where

Muslims work out. In one gym in lrvine, on two different occasions since about

September 2009,I saw a Muslim who I knew to be an informant, who looked at

me and quickly looked away guiltily. Both times I saw the informant, when I

went out to the parking lot, I saw a white SUV with people inside who I

recognized as members of the JTTF that I saw when I worked undercover. On

one of these occasions, I saw one of the individuals holding a camera in both

hands as if he were using it. They saw me, looked surprised, and also looked

away. I believe that they were actively engaged in surveillance of the gym,

perhaps through the informant.

I declare under penalty of perjury of the laws of the State of California and

the United States that the foregoing is true and correct. Executed this 23rd day of

April, 2010 in Orange, California. 
t

CraigF. Monteilh
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DECLARATIOI{ OF CRAIG F. MOI\TEILH

I, Craig F. Monteilh, make this declaration of my own personal knowledge

and if called to testify, I could and would do so as follows:

1. From about July 2006 until about October 2007 ,I worked for the

United States Federal Bureau of Investigation ("FBI") as an undercover informant

assigned to infiltrate the Muslim community in Southern California. During this

time, I generally spent about six or seven days a week posing as a Muslim convert

named Farouk al-Aziz, conducting surveillance and gathering information on a

wide variety of individuals and organizations in the Muslim community. My

"handlers," or the FBI agents who directed my operations, during this time were

FBI Special Agent Paul Allen and FBI Special Agent Kevin Armstrong.

2. On my handlers' instructions, I made audio recordings of everything

I did while working as an informant, including all the conversations I had, using

recording devices they had given me. I recorded aII day, every day. My handlers

told me that if something was not recorded, it was as if it didn't happen.

3. My handlers were interested in the mosque at Mission Viejo, the

Orange County Islamic Foundation ("OCIF"). They considererd the imam of the

mosque, Yassir Fazaga, to be aradical for several reasons: My handlers told me

Fazaga directed students on how to conduct demonstrations and encouraged them

to speak out. They told me that when the FBI Assistant Director in Charge of the

Los Angeles Field Office, Stephen Tidwell, attended a meeting at an Orange

County mosque in about spring 2006,Fazaga openly pressed Tidwell about FBI

informants in mosques, and when Tidwell denied putting informants in mosques,

Fazaga had openly said he did not believe Tidwell. My handlers also told me

Fazaga was a person of interest because he was a board member of "In Focus

News," a prominent Muslim newspaper that was vocal in speaking out against

U.S. government actions that negatively affected Muslims and which my handlers

believed was anti-American and linked to Muslim civil rights groups.
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4. My handlers also believed that OCIF was linked to another mosque

they were interested in, the Islamic Center of lrvine, because the two mosques

held joint events and jointly organized foreign trips, including the hajj pilgrimage

to Mecca. They referred to OCIF as a "definite hotspot."

5. My handlers also believed that the mosque was radical because it had

certain religious scholars as guest speakers who my handlers believed were radical

-particularly 
Yusef Estes, Suhaib Webb, and a local imam, Ahmad Sakr. My

handlers told me that a moderate mosque would not have chosen these guest

speakers. On my handlers' instructions, I attended the Yusef Estes lecture and

video recorded the event using a camera hidden in a shirt button that my handlers

provided. On my handlers' instructions, I video recorded the entire lecture, the

literature Estes had set out, and the people who attended.

6. I attended OCIF a number of times to conduct surveillance.

7. On my handlers' instructions, I used a video camera hidden in a shirt

button that my handlers provided me to take video of the interior of OCIF. My

handlers instructed me to get a sense of the schematics of the place - entrances,

exits, rooms, bathrooms, locked doors, storage rooms, as well as security

measures and whether any security guards were armed. I understood that this

information would be used to place surveillance equipment inside the mosque. I

later asked Agent Armstrong if they had used the information I had gathered to

enter the mosque, and he said that they had.

8. On my handlers' instructions, I also made video recordings of an area

in the back of the mosque where there were religious books available for

congregants to use, so that my handlers could determine if any of the literature

there was extremist.

9. My handlers instructed me to make contacts within the Mission

Viejo congregation. I worked out on various different occasions with about 40 of

their congregants, usually in groups. For anyone I worked out with, I got their

DECLARATION OF CRAIG F. MONTEILH RE MISSION VIEJO MOSQUE

Case 8:11-cv-00301-CJC-VBK   Document 66   Filed 12/23/11   Page 37 of 52   Page ID #:1152Case: 1:12-cr-00723 Document #: 54-2 Filed: 08/09/13 Page 38 of 53 PageID #:342

clebano
TextBox
Page 31 



I

2

aJ

4

5

6

7

8

9

l0

11

l2

l3

T4

l5

t6

tl
18

t9

20

2t

22

23

24

25

26

27

28

email address and cell phone number and passed that information on to my

handlers. I understood from my handlers that the FBI used this contact

information to further track these individuals' communications and conduct

surveillance of them.

10. My handlers instructed me to gather additional information on a few

individuals within the congregation who seemed to have the most direct access to

Fazaga. I talked to these individuals and obtained their email addresses, cell

phone numbers, and addresses, as well as basic background information such as

their occupation, whether they were married or had children, and what prayers

they attended. I passed the information on to my handlers.

I 1. My handlers instructed me to monitor Fazaga at the prayers he

conducted: to record and report on what he said, to talk with him afterwards and

see who else talked to him afterwards, and to note individuals who appeared to be

close to him. They wanted me to get into a circle of people close enough to

Fazaga that he would talk freely in front of me. I also monitored what was said by

a member of the congregation who substituted for Fazaga during one of the

prayers I attended.

12. It was significant to my handlers when a prominent member of the

community introduced me toFazaga while I was recording with a hidden video

camera, in about April 2007. At that meeting, I asked Fazaga to work out with me

and he agreed. My handlers were excited by this prospect, but I never actually

worked out with him. I obtained Fazaga's cell phone number and email address

(not throughFazaga, but through others) and passed these on to my handlers. My

handlers told me they used the email addresses and telephone numbers I gathered

to monitor communications and conduct further surveillance.

13. I also passed to my handlers the license plate numbers of cars Fazaga

traveled in and the people I saw him associate with.

14. My handlers told me that there was another informant within the
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mosque with access to Fazaga, but that they did not fully trust him, so I was

tasked with getting close to him to establish his reliability. My handlers also told

me there were a number of other informants at the mosque, but that they did not

have access to the imam.

15. My handlers instructed me that whenever I saw Fazagaat another

mosque or anywhere outside OCIF, I should call them and let them know

immediately. I did this at least once when I saw him at another mosque.

16. On one occasion, during Friday afternoon prayer at OCIF, the

mosque had booth set up to collect donations for a cause - I believe for some

kind of relief for Muslims abroad. Pursuant to my handlers' standing orders that I

monitor donations, I stood near the booth and used the hidden video camera I was

wearing to make video recordings of people who went up to the booth to

contribute money.

17. I never observed anything that gave me any reason to believe that

Fazaga or any of the congregants or leadership of OCIF were involved in violence

or terrorism in any way.

I declare under penalty of perjury of the laws of the State of California and

the United States that the foregoing is true and correct. Executed this fltn aay of

October, 2010 in Los Angeles, California. er/7o#
aa
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DECLARATION OF CRAIG F. MONTEILH

I, Craig F. Monteilh, make this declaration of my own personal knowledge

and if called to testify, I could and would do so as follows:

1. From about July 2006 until about October 2007,I worked for the

IJnited States Federal Bureau of Investigation ("FBI") as an undercover informant

assigned to infiltrate the Muslim community in Southern California. During this

time, I generally spent about six or seven days a week posing as a Muslim convert

named Farouk al-Aziz, conducting surveillance and gathering information on a

wide variety of individuals and organizations in the Muslim community. My

"handlers," or the FBI agents who directed my operations, during this time were

FBI Special Agent Paul Allen and FBI Special Agent Kevin Armstrong.

2. On my handlers' instructions, I made audio recordings of everything

I did while working as an informant, including all the conversations I had, using

recording devices they had given me. I recorded all day, every day. My handlers

told me that if something was not recorded, it was as if it didn't happen.

3. In some of my earliest meetings with my handlers, they showed me a

picture of a young man named Ali Malik. They told me he had been a surfer kid

in Newport Beach who wore dyed hair, but had travelled to Yemen to attend a

madrassa, and had returned to the U.S. wearing traditional Muslim dress and a full

beard.

4. My handlers told me Malik's change in behavior in embracing

religion and traditional dress was highly suspicious and for that reason they

needed to investigate him. They also told me they were suspicious of Malik

because he was involved with people from the "MSU." "MSLJ" stands for

"Muslim Student lJnion," which is the name of Muslim student groups at many

colleges and universities, including U.C. Irvine. My handlers told me that they

were investigating several individuals who were part of the MSLJ at U.C. Irvine,

because they thought these individuals had ties to extremists, they thought that an
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imam who helped found the MSUs was radical, and they did not like the MSU's

activities because it organized demonstrations and was vocal in its criticisms of

IJ.S. foreign policy. They mentioned several times a mock wall at U.C. Irvine that

the MSU had created that was supposed to represent the wall between Palestine

and Israel. They said that the MSU was under surveillance and had its own

separate task force dedicated to that surveillance. But they also used the term

"MSIJ" more broadly to include not just particular student groups on particular

campuses, but young Muslims who were active in the Muslim religious

community and who associated with other young Muslims who were MSU

members. Malik was lumped in with the MSU because he associated with other

people from the MSU at Irvine and other young Muslims, even though he did not

go to U.C. Irvine.

5. My handlers also told me Malik's father was a hero who had fought

against the Soviets in Afghanistan. This background was another reason they

were suspicious of Malik.

6. Agent Armstrong told me that before he was assigned to be my

handler, he had been assigned to investigate the MSUs and young Muslims,

including Ali Malik.

7. My handlers told me that the way that Malik groomed his beard

indicated that he was a radical.

8. My handlers already had a significant amount of information on

Malik and his family before I was assigned to do anything. They wanted me to

get more information on one of his brothers; on another individual who Malik was

close to; on Malik's associations from the Irvine mosque, and on who Malik hung

out with at the gym.

9. My handlers said that they knew Malik had been to a madrassa (an

Islamic religious school) in Yemen, but did not know the name of the school.

They also told me that they knew he had been blocked from entering Saudi Arabia
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after he had traveled to Yemen, but they did not know why. They tasked me with

finding out what school he had been to and why he had been denied entry into

Saudi Arabia.

10. Very soon after I formally converted to Islam, I met Malik at the gym

and began talking to him. I also spoke with him at the mosque. Sheikh Sadullah

Khan saw me talking to him at the mosque and asked Malik to show me how to

pray. Malik willingly helped me. He also bought me a very basic book on Islam.

On the instructions of my handlers, I later used this book to ask Malik about the

sections of the book that mentionedjihad,inhopes of eliciting some response that

might incriminate Malik or justify further surveillance. I recall that Malik told me

that the best interpretation of jihød was as "spiritual" jihad, or the personal

struggle to improve one's life. On my handlers instructions, I also asked him

about certain imams and religious scholars in order to discern his religious views,

and pressed him on questions of U.S. foreign policy, in an attempt to record him

saying something that could be construed as extremist that would justify further

surveillance, or possibly be used to pressure Malik to give information to the FBI.

Malik seemed surprised by my questions during these conversations and

repeatedly urged me to concentrate on learning the basics of Islam.

I l. I saw Malik frequently during Ramadan in the fall of 2006, but after

that only about once a week, at mosque or at the gym, and often in passing. My

handlers urged me to have a meal or tea with Malik, and I tried to make plans

several times, but he had a busy schedule and we never did. I would sometimes

time my visits to a local gym to coincide with the time I knew he went there after

his classes, and would try to talk to him at the gym, on my handlers' instructions.

12. Sometime in early 2001, Ali Malik suggested to me in some

conversations that he was having problems with his wife, who lived in Chicago.

When I reported this to my handlers, they told me that I should try to work out

with Malik at the gym and act as a comforting friend in order to have him open up
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and offer information. On my handlers' instructions, I did this and recorded

Malik talking about his marital problems. I provided these recordings to my

handlers. My handlers told me the recordings would be useful in pressuring Malik

to provide information, because they thought the recordings contained

embarrassing facts he would not want revealed.

13. In about April 2007, my handlers started discussing the possibility of

sending me abroad to a madrassa to study Islam and Arabic, in hopes that I would

get sent from there to a terrorist training camp. I started asking about a school to

go to, saying I wanted to go to Pakistan. Malik told me that he had attended Dar

al-Mustafa in Tarim, outside Sana, in Yemen. I reported this to my handlers, who

were very excited about the information. Agent Allen moved quickly to

investigate and told me it was a radical school and that he believed that Malik did

not get into Saudi Arabia after his trip to Yemen because he had been studying at

a radical school. My handlers also told me they thought people at the school

could refer students to terrorist training camps, so that if I went, they might refer

me to a camp.

14. I found out from the Dar al-Mustafa brochure online that I needed an

imam's signature to apply. I approached Sadullah Khan, in about early }y'ray 2007,

about going to the school in that summer. Khan said he would provide a letter for

me, but I ended up not applying because people in the mosque got a restraining

order against me.

15. My handlers thought Malik had ties to an organízation, the "Islamic

Society of North America" ("ISNA"), because it was headquartered in Chicago,

where Malik's wife lived. My handlers instructed me to ask Malik about ISNA,

which I did. Malik said they were doing good things, but did not indicate he was

a part of it. I recorded these conversations and reported them to my handlers.

16. My handlers told me they thought Malik might be selling prescription

drugs, because he did not have a job and had money to go out with friends, and to
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travel to see wife in Illinois. My handlers told me they thought this might be true

of several young people at the Irvine mosque. I never discovered anything in any

of my time undercover about Malik or any of the other young people selling

prescription drugs or engaging in other illegal activity to make money.

17. On several occasions, I used the recording devices provided to me by

my handlers (disguised as a key fob or cell phone) to record groups of young

Muslims talking in the prayer hall after ishaa prayer. On these occasions, I

greeted people, left my things - including the recording device - near to where

they were talking, then went to another part of the mosque or a different part of

the prayer hall to pray so that my recording device would capture their

conversation when they did not think I could hear. Several times Ali Malik was

one of the people in the group I recorded. I recorded his conversations when I

was not present, then gave my handlers notes that detailed the people I saw there

so they would be able to identify the voices. I put in my notes to my handlers that

I did this to record conversations where I was not physically present, and they

never told me not to do this.

18. Malik told me more than once that he heard I was going regularly to

fr, or early morning prayer. He commended me on my commitment - he said

that he had gotten into the routine of attendingfajr prayers daily when he had

been studying abroad, but that it was easy to fall back in attending prayers only

when it was convenient and that he needed to get back to that kind of regimen.

My handlers thought this was signiflrcant information that indicated Malik was

returning to extremist beliefs, which justified further surveillance.

19. I gave significant information on Malik to my handlers. In addition

to the surveillance described above, including giving my handlers recordings of all

my conversations, my handlers several times showed me photos with people they

said had been seen with Malik and asked me to identify them. The pictures

sometimes had Malik in them.
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20. Malik was one of the individuals who my handlers told me were to be

arrested in raids in about June 2007 that were ultimately aborted.

21. I never observed anything that gave me any reason to believe that

Malik was involved in violence or terrorism in any way.

I declare under penalty of perjury of the laws of the State of California and

the United States that the foregoing is true and correct. Executed this lltnday of

October, 2010 in Los Angeles, California.

Craig F. Monteilh
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I, Craig, nal knowledge

and if called to testify, I could and would do so as follows:

l. From about July 2006 until about October 2007,I worked for the

United States Federal Bureau of Investigation ("FBI") as an undercover informant

assigned to infìltrate the Muslim community in Southern California. During this

time, I generally spent about six or seven days a week posing as a Muslim convert

named Farouk al-Aziz, conducting surveillance and gathering information on a

wide variety of individuals and organizations in the Muslim community. My

"handlers," or the FBI agents who directed my operations, during this time were

FBI Special Agent Paul Allen and FBI Special Agent Kevin Armstrong.

2. On my handlers' instructions, I made audio recordings of everything

I did while working as an informant, including all the conversations I had, using

recording devices they had given me. I recorded all day, every day. My handlers

told me that if something was not recorded, it was as if it didn't happen.

3. A few weeks after I publicly made a declaration of faith and started

attending mosque, a group of young men approached me at mosque and,

impressed that I was still attending mosque so regularly, told me that most of the

group lived together and invited me to socialize with them at their house. My

handlers were excited by this invitation. They told me that the home on Caryer

Street where the young men lived was already under surveillance because it was

shared by five young, unmanied Muslim Egyptian men with different skills and

backgrounds - including a computer analyst, a pharmacist, an accountant, and

one who handled logistics - and my handlers believed they might be a Muslim

Brotherhood cell.

4. A few days after this invitation, I identified to my handlers that one

of the young men who lived at the Carver street house, Yasser Abdel Rahim, was

a person who seemed to attract and have influence with young Muslims. My
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handlers told me they thought Rahim was the leader of the cell, and that I should

spend time at the Carver street house and with Rahim in particular, and gather as

much information as I could. I did so, and recorded all the conversations I had

with Rahim and the other members of the house. I gave these recordings to my

handlers, along with notes about my observations.

5. My handlers instructed me to get into every room in the Carver street

house to see what was in there, and include that information in my reports, which

I did. Later, in about February or March of 2007, my handlers set me up with a

video camera hidden in a shirt button and instructed me to conduct video

surveillance of the layout and contents of the house, which I did.

6. On my handlers' instructions, I spent a lot of time at the Carver street

house and with Rahim and his roommates. I never observed anything that gave

me any reason to believe that Rahim or his roommates were involved in violence

or terrorism in any way. They spent most of their time watching TV news (mostly

Al-Jazeera), sports (football - bowl season, basketball, and soccer), talking

politics, eating food, and playing X-box.

7. Shortly after I first met them, Rahim and one of his roommates

bought me some books on Islam, and later asked me what I thought of them.

Some time after that, Rahim agreed to meet with me weekly to teach me various

prayers. My handlers were excited by this because they thought Rahim was

radicalizing me and would want me to be part of the Muslim Brotherhood. My

handlers asked for the first sheet of paper on which Rahim had written a prayer for

me to learn. When they gave it back to me a few days later, they told me they had

lifted Rahim's fingerprints from it.

8. I informed -y handlers that Rahim always led prayer in the house.

This point interested them, because they said it showed leadership, and confirmed

that I should focus surveillance on him.

9. My handlers said that Rahim had a criminal record, and they
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suspected he might be dealing drugs, but never suggested any particular evidence

or investigation of narcotics activity, and I never observed any indication that any

members of the house engaged in criminal activity.

10. I gathered and passed to my handlers information about Rahim's

travel plans, particularly when Rahim was going to or from Egypt to see his

family or his fiancé's family. After one of these trips to Egypt, Rahim complained

that he had questioned for a long time when he re-entered the country - that he

expected some delay but this had been way too long. I told one of my handlers

this and he said, "'We're onto him," and indicated that they had been responsible

for that questioning.

I 1. Rahim was very athletic. He played pick-up soccer with other

Muslim youth. I attended some of these games and took down the license plates

of people who attended, and once made a video recording with the hidden camera

my handlers provided me, in order to document who was attending and socializing

with one another.

12. From my conversations with Yasser, I discovered that he traveled a

lot to Portland for his job. I reported this information to my handlers, who were

interested. They had a particular group of Muslims in Portland surveilled and

believed he went there to report or get instructions from this group. I had a

standing order to report all travel plans, and would find out Rahim's travel plans

and tell my handlers. My handlers several times told me that they had Rahim

surveilled in Portland after I had informed them he would be traveling there.

13. Rahim offered to introduce me to Sheikh Suhaib Webb, a white

American religious scholar who studies in Cario. My handlers knew Webb and

told me that although he portrayed himself as a moderate, he was an extremist, so

they were very interested and instructed me to pursue this. Rahim gave me

Webb's telephone number and email address, and my handlers told me to call or

email Webb to make contact and establish a relationship, in hopes that Webb
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might give me some instructions. I called his cell phone and talked to a family

member and emailed with him, but my operation ended before I met him.

14. Rahim's fiancée lived in Detroit. I talked to Rahim about her and her

family, and transmitted what information I learned to my handlers. I also got her

email address from emails he had forwarded that came from her, and passed that

on to my handlers. My handlers were suspicious of his fiancé's family because

they were prominent people who traveled to Egypt often. They later told me his

fiancé's family in Detroit was under surveillance as well.

15. On different occasions, my handlers told me that the FBI had

electronic listening devices in the house, as well as in Rahim's car and phone. For

example, one day, one of my handlers called to tell me that a friend had driven up

to the house quickly in an agitated state and asked me to go down there to find out

what was going on. When I asked how he knew this, he indicated they had video

outside the house. Another time, my handlers asked me about something that

happened inside the house that I hadn't yet put in my notes. I asked how they

knew, and they told me that they had audio surveillance in the home.

16. My handlers told me that Rahim was donating money to a charitable

organization in Egypt. They told me that these donations had been tracked by the

Treasury Department. They told me that these donations were not unlawful, but

that they could make them seem suspicious in order to threaten him and pressure

him to provide information and become an informant.

17. On many Tuesday nights, the imam from the Garden Grove mosque,

Mustafa Kamil, would give Arabic language teachings at the Islamic Center of

Irvine. Rahim often attended. On several occasions, I used recording devices

provided to me by my handlers to record these teachings and the discussions after.

On these occasions, I went into the prayer hall and listened to some of the

teaching. Since I did not want to arouse suspicion by staying when I was just

starting to learn Arabic, I would leave my things - including the recording device
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(disguised as a key fob or cell phone) - near to where the group was talking, and

then go to another part of the mosque or a different part of the prayer hall to pray.

My recording device would capture their conversation when they did not think I

could hear. Rahim was part of the group I recorded on several occasions.

18. On my handlers instructions, I asked Rahim questions about jihød

and pressed him on his views about religious matters and certain religious

scholars, particularly Egyptian ones, in order to get him to say something that

might be incriminating or provide a way to pressure him to provide information to

the FBI. Rahim told me that there was more to Islam than jihad: thatjihad is a

personal struggle, and that to the extent that there is such thing as a fightingjihad,

the Quran places very strict rules that prohibit harming plants or trees, infants,

elderly or women, and that terrorists who say they are engaged in jihad are not,

they are just committing murder. When I asked about religious scholars like

Hassan al-Banna and Sayid Qutb, who my handlers told me to ask about because

they are considered extremist, he said that he did not agree with them, but thought

that the Egyptian government should not have executed them.

19. Rahim was one of the individuals who my handlers told me was to be

arrested in the aborted raids of June 2007.

I declare under penalty of perjury of the laws of the State of California and

the United States that the foregoing is true and correct. Executed this fitn aay of

August, 2010 in Orange, California.

Craig F. Monteilh
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